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CYUYACHE IIPABOBE CTAHOBUIIE IIPUCTPOIB 3 TEXHOJIOI'IEIO
PO3MI3HABAHHS OBJIMYYS B YKPAIHCBKOMY 3AKOHOJABCTBI

Anomauia. Y cmammi O0ocniodxcyemvca npagoge cmauoguuie NPUCmMpois pO3Ni3HABAHHS
001UYYsL 8 CYUACHOMY VKPAIHCLKOMY 3AKOHO0ABCMSI. Jlane numaHHsa € KOMNIEKCHUM, MOMY WO OaHi
NpUCMpoOi  BUKOPUCMOBYIOMb  OIOMEempUUHI NepPCoHANbHl  O0aui ocodu. bepyuu 0o yeaeu, wo
OiomempuyHi NepcoOHANbHI OAHI MAOMb NeBHI GIACMUBOCMI, A came — BIOCYMHICIb MOICIUBOCHI
IXHbOI 3MIHU HA CYYACHOMY MEXHOJI02TUHOMY DI6HI PO3BUMKY NH0OCMEA, ICHYE HeOOXIOHICMb 3axuwamu
3i0pani OaHi Oinbwl pemenbHo, Hixc THWI nepconanvHi oawui. biznec pozymie nepesazu makozo pooy
iOenmucpixayii ma eepuixayii ocodbu, momy po36UMOK cucmem PO3NIZHABAHHA OOIUYYS
PO3BUBAEMBCS Y 8CbOMY C8ImI, ane OJisl U020 pe2ynayii HeoOXiOHa cneyianizo8ana 3akoHo0asya 6asa.

Knrouoei cnoea: npusamuicme, 3axucm nepconanvuux oanux, GDPR, 6iomempuuni nepconanvHi
oani, FRT, FRS, posniznasanus ooauyus, ISO, kibepbesnexa.

Summary. The article examines the legal status of face recognition devices in modern Ukrainian
legislation. This issue is complex because these devices use biometric personal data of a person. Given
that biometric personal data have certain properties — namely, the inability to change them at this
technological level of human development, there is a need to protect the collected data more carefully
than other personal data. Businesses quickly realized the benefits of this type of identification and
verification. That is why the development of face recognition systems is growing all over the world, but
a specialized legal framework is needed to regulate it.

Keywords: privacy, personal data protection, GDPR, biometrics, FRT, FRS, face recognition,
cybersecurity.

IMocTanoBka mpodaemu: 3aBasku po3BUTKY iHGopmamipuux TexHonorik (mami — IT),
CHUCTEeM Ha OCHOBi mmTy4Horo iHTenekry (mam —II) Ta wHelipomepexx Oyn0 CTBOpPEHO
TEXHOJIOTII0 JJIs PO3Mi3HaBaHHA OOIWYYs JIOAWHU. J[aHe TEXHOJOTIYHE PIMICHHS 03BOJIsE
11eHTU(IKyBaTH Ta BepU(PIKyBaTH 0cO0y 3a MpUTaMaHHUMU JIMILIE i MmapameTpaMu. 3aBAsSKU
TOYHOCTI Ta JIETKOCTI 3aCTOCYBaHHS 1 BUKOPHCTaHHS TaKUX CHUCTEM, IIBHUJIKICTh
PO3MOBCIO/DKCHHS Ta IMIUIEMEHTAIlli JaHOTO BUAY imeHTU(ikarii memami OiibIIe 3aBOMOBYE
pUHOK y OaraTthox cgepax, MOUYMHAIOUM BiJl OAHKIBCHKOI Ta 3aKiHUYIOUM ceporo po3Bar.
BukopucranHs OiOMETPUYHUX TMEPCOHAIBHUX NAaHUX OCOOM BUSBMIIOCS HOBOKO 33/1a4€i0 Y
chepi Oesmeku TMNEPCOHATBHUX JaHMX, OpU poOOTI 3 TMPHUCTPOSAMU 3 TEXHOJIOTIEIO
po3mizHaBaHHS 00nuyusa. Ll TexHomoris 30upae Ta BUKOPUCTOBYE caMe O10METpHYHI
nepcoHasbH1 faHl. ToMy MOXIMBOCTI A1 Mpo(disitoBaHHS Ta BiJICTIAKOBYBaHHS KOpUCTyBada
BUXOJSITh HA HOBUH PiBEHb, BXKE HE KAKYYU MPO MOXKIUBICTH BUKOPHCTAHHS O10METPUYHHUX
JaHUX s CTBOPEHHS HOBUX BHIIB Kibep3nmoumHiB. CyyacHe yKpaiHChbKE 3aKOHOJABCTBO,
30kpeMa 3akoH Ykpainu “TIpo 3axuct nepcoHanbHux nanux’ [1], He peryimtoe 3a3HaueHi aii.

BiacytHicts kinacudikariii, perylIsTOPHAX MOJITUK Ta MPABUII 3aCTOCYBAHHS TEXHOIOTTIHUX
pillieHb B YKpaiHCBKOMY 3aKOHOJABCTBI HE Jla€ 3MOTHM JJIsl CTBOPEHHS MOJECPHI30BAHOTO
3aKOHOJIaBCTBA y c(epl 3aCTOCYBaHHS CHUCTEM PO3IMI3HABaHHSA oOIMYYsl. AHaJ3 €BPONEHCHKOro
3aKOHOJIaBCTBA JIa€ MOXJIMBICTh [UI CTBOPEHHS MIATPYHTS, ILIO CIPHUATUME MOAEpHI3aLii
YKpaiHCHKOTO 3aKOHOABCTBA /10 piBHA €C, 10 HEOOXIAHO YIS MTOAANBIIOT iIHTerpamii YKpaiHu 10
BcTymy B €C B yMoBax 1u()poBUX TpaHCHOPMAIIIHHUX MPOLIECIB.
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Metor cTaTTi € BU3HAYEHHS CYYacHOTO CTaHy Yy c¢epl BUKOPHUCTAaHHS KaMmep 3
(GyHKIIEIO pO3Mi3HABaHHSA OO0JHMYYs, MPOOJEeM Ta TEPCHEKTHB Y PO3BUTKY YKPaiHCHKOTO
3aKOHOJIaBCTBA.

Pe3yabTaTn aHamnizy HaykoBHX myOJikamii. 3axucT KOHQIIEHIIHHOCTI KOPUCTYBaYiB
IpU BUKOPHCTaHHI OYyJb-sIKOTO MPOTrpaMHO-aapaTHOIO KOMIUIEKCY — 1€ MHUTaHHS 3’ SIBUJIOCS
JIOCUTH HEMIOJIaBHO. 3aBJIIKU CBITOBiM TEHACHIII 1100 MPUBATHOCTI OCOOM 1€ MUTAHHS CTa€
Jie1aii OUIbII aKTyaJIbHUM 1 HEOOX1JTHUM y CYy4aCHOMY CYCHUIBHOMY >KHTTI.

IIpaBoBiI NMUTaHHS BUKOPUCTAHHS CUCTEM pPO3IMI3HABAaHHSI OOJMYYS — 1€ KOMIUIEKCHE
NUTaHHS, K€ 3HaXOJUThCS BIpa3y y IJIOUIMHI KiOepOe3neku, 3aXUcTy NepCOHATbHUX JaHuX,
poOOTH 3 OIOMETPUYHUMH JaHUMH, a TaKOX Y IUIOLIMHI JOCUTh HOBHX c(ep, TaKux sK
nisbHICTH cucteM 3 LI 1 BUKopucTaHHs HelpoMepex. SIKIO MUTaHHS MPUBATHOCTI, 3aXUCTY
MePCOHANBHUX JTaHUX Ta KOH(DIACHIIIHHOCTI B)KE€ HEOJHOPA30BO IMiTIMMaNIOCh BITYM3HIHUMU
BUYCHUMH, cepel skux B. bpmxkko, A. bapanos, B. [Twmmayk [2], O. Kocrenko [3] Ta inmi, To
y miaHi perymsuii aismbHOCTI cucteM 3 I Ta HelipoMepex MUTaHHS MalKe HE BHUBUYCHE B
VYkpaiHi.

Bukaan ocHoBHoro marepiaiy. CyuyacHuii po3Butok IT Ta riobanbHoi KOMyHIKAIiiHOT
Mepexki [HTepHeT CTBOPUIIM YMOBHU JJISl IMIJIEMEHTALIIl TEXHOJIOTIN Y JKUTTSI Cy4acHOI JIFOJIMHU.
3 caMoro novarky iieHTu}ikalisi KOpUucTyBauiB Bi10yBajacs 3a JONOMOTIOIO JIOTIHY Ta MapoJio,
K1 Oynau HeoOXiJHI JJI1 BUKOHAHHS TEBHUX AiM Ta mpaBouwHIB. Ha meBHOMY erami JaHOTO
TEXHOJIOTTYHOTO PIIIEHHS BUCTAyalo 1 y 3aJie)KHOCT1 Bl BUMOT 3a0e3nedeHHs KibepOesneku
OynM IMIUIEMEHTOBaH1 pi3HI MEXaHI3MHU MIATBEPPKEHHS KOPUCTYyBaya. 3 4acOM Ta PO3BUTKOM
TEeXHIK “37mamy” JaHUM TPUHIUO TEPEUIIoOB Yy CTail0 TEPETBOPEHHS, KOJIU BXKE
3araJIbHOTIPUAHATI METOAM 3aXHUCTy 3a3HAM HEOOXIMHOCTI Momudikaiii, sKi TMOCTIHHO
nominuryrotecs. [lapanenbHo WUM po3poOKH adbTEepHATUBHUX METO/IB MIATBEPAKEHHS 0COOU
KOpUCTYyBaua, TaKuX SIK BUKOPUCTaHHA B1AOMTKY nanbl, JIHK-gaturku ta noi6H1 TEXHOJOTII.
Koxen 3 mux MeTomiB 0a3yeThCs Ha BHUKOPHCTaHHI TEXHIYHHMX 3aco0iB IIOEJTHAHHX 3
nporpaMHUM 3a0e3nedyeHHsaM. Jleski 3 JaHuX crnoco0iB MalTh BIAMIHHY €(EKTHBHICTb, aje
MalOTh BHCOKY BAapTICThb YU CKJIAIHICTh Yy 3acrocyBaHHi. OIHUM 13 3aBAaHb PO3BUTKY
ineHTudikamii KOpUCTyBaya € JIETKICTh BUKOPUCTAHHS, 3aCTOCYBAaHHS MIHIMyMY CTOPOHHIX
MPUCTPOIB Ta 3MOra MpaIfoBaTH 0e3 MiAKIIOUEHHS 0 Mepexi [HTepHeT. 3aBIasku PO3BUTKY
TEXHOJIOTIH y cdepl ONTHUYHUX NPUIaAIB Ta BUHAXIJ TaKOro SBUIIA SK HeHpomepexka,
pO3MOYaBCsl HOBMM eTam y PO3BUTKY 1AeHTU(IKalli KOpUCTyBaya, a camMe — po3poOka Ta
IMIUIEMEHTAllisl CUCTeMH po3mizHaBanHs oomuyaus (Facial Recognition System — FRS).

TexHomoris po3mi3HaBaHHA OOIUYYS — 11€ CUCTEMA, 110 BUKOPHUCTOBYE IS 11eHTU]IKAIT
Ta Bepudikaiii ¢pi3nuHoi ocobu GioMeTpHUH1 JaH1 Ha OCHOBI Bi3yalbHOro aHamizy. [lnsg anamizy
BUKOPHUCTOBYIOTHCS] PI3HOMAHITHI aITOPUTMH, K1 371aTHI BUSIBUTA OCOOJIMBOCTI pUC OOIUYYS Ta
CTBOPUTH MaTeMaTH4YHy MOJIeNIb, HAa OCHOBI SIKOi BiOYBA€TbCsl MOJANbIIA BepHQiKalis Ta
1IeHTH(IKaLlIsST 0COOH.

He 3Bakaroum Ha THUN TPOTPaMHO-alapaTHOTO 3a0e3MeueHHs Ta BIACTUBOCTEH
Helpomepexi, poOOTy CUCTEMH PO3IMi3HABAHHS O0JIMYYS MOKHA OIUCATH Y HACTYITHUX €Tanax:

Ompumanns 306padicenns ooauyys. JlaHuii IpoIiec MOXKHA OTPUMATH 3aBISKU TEXHIYHUM
3aco0aM B1JI€OCTIOCTEPEKEHHS, BiJleOKaMepH, 3 MOTOKOBOTO Bijieo Ta 3 Biaeodaiuny. CyTh eramy
— OTpUMATH 300paKEeHHSI Cy0’€KTY Y HaWKpallllil AKOCTI, iK€ Oy/ie MPUAATHE JIJIsi BUKOPUCTAHHS
y MOJANBIINX eTanax.

Busenenns  obnuuus. Ha  roToBOMy — 300pakeHHI  HEHpoOMepeki  BUABIAIOTH
MiCLI€3HaXO/KeHHs o0nyusi. MoKHa 3aCTOCYBAaTU Pi3HI METOIMKHU Ta AJITOPUTMH BU3HAYEHHS
obmmyusi. He 3Bakaroun Ha oOpaHM METOA Y iX CYKYIHICTh, HAa 300pa’K€HHI BHSBISIOTH TY
YacTHHY, Ha SKIA 3HaxXonuThcs oO0muyus. [licias Toro sk, BiANOBIJHA YacTHHA 300pa)KEHHS
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3HaiIeHa, ii BIJOKPEMJIIOIOTh Ta MOKPAIIYIOTh SKICTh. Y 3aJ€KHOCTI Bl TOTO, SKUW THII
nporpamMHoro 3a0e3nedeHHs Oylle BUKOPHCTOBYBATHUCS, BU3HAYA€ThCs HEOOXiNHA SIKICTh
300paxkeHHsa. Ciif BIIMITUTH, 110 YMM Kpalia SKICTh B3ATOr0 300pa)Xe€HHsS, TUM Baxde OyJe
MIIPOOUTH 300pa)K€HHSI 3a JOMOMOTOI0 IHIIMX HeMpomepexk ado crherialbHUX MPOTrpamMHoO-
amapaTHHX 3ac00iB.

Cmeopenns mamemamuynoi mooeni. 3aBIIKH 0COOJIMBOCTSIM OOJIMYYS,, MOKHAa CTBOPUTH
MaTeMaTUIHy MOJIETIh, sika OyJie 3aCTOCOBYBATHCS HA MONANBINNX eTanax. [yt CTBOpeHHs 1aHo1
MoJieTTi aHami3yeThesl (hopma oOauuus, ry0, ode, Hoca, ByX, JIOBKHHA Ta TOBIIMHA IIHi, IXHE
pO3TallyBaHHS, HAsBHICTh a00 BIJCYTHICTh IIPaMiB Ta TaTyIOBaHb.

Cmeopenns wabnony. OTpuMaHy MaTeMaTUUYHY MOJENIb OOpOOJISIOTh CHEIiaIbHOIO
METOJUKOIO JUTsl CTBOPEHHS MIA0JIOHY, 3aBISKU SIKOMY MOKHA IIBHJIKO 1 TOYHO TPOBOJUTH
nopiBHAHHA. JlaHWi 11a0J0H MOXKe OyTH BUKOPHCTAHHUM IS TMOAAIBIIOI iAeHTHdIKAIi K
MIEBHOI0 KOPUCTYBaya, Tak 1 JuIs Bepudikamii y cucremi. [Jo peui, mossa mpamisB Ta TaTylOBaHb
HE 3aBXIM BIUIMBAE€ HA HEOOXITHICTH 3aMiHM ab0o Monaudikaiii BKe TOTOBOTO IIabIOHY
KOpHCTYyBaya.

llopienusnus. Ha maHomy etami B)XK€ TOTOBUM IIAOJIIOH TMOPIBHIOETHCA 3 THMH, IO
3HaXOJAThCs y 0a3l. 3a yMOBH, IO ICHYIOTh 301rH, TO CUCTEMA BU3HAYAE, UM IIA0JIOH 301ra€ThCsl
3 BUBHAYCHHUM OOJIMYISIM, UM HI.

Iputinamms piwienns. 3anexHO BiJ METH TOIIYKY, BiIOyBa€ThCs mpoliec Bepudikaiii
KopucTyBaua abo Moro i1eHTudikaris.

TexHoorist po3Mi3HABaHHS OOJIMYYSI BUKOPUCTOBYETHCS y 0ararbox cepax CyCHnuIbHOTO
KUTTS TaKuX SK iMeHTHdikaiis Ta Bepu@ikailis KOPUCTYBadiB MEBHUX MPOrpaMHUX 3ac00iB,
KaMepax CrocTepexeHHs Ta cepi po3Bar. Aje pO3BUTOK TEXHOJOTIH, OCOOIIMBO MOB’SI3aHUX 3
IT cdeporo, Bunepeaxae po3BUTOK 3aKOHOAABCTBA.

Po6ora xamep 3 FRS B ykpaiHChKOMY 3aKOHOJIaBCTBI HE pErjaMEHTOBaHa CIEIIAIbHUM
3akoHOM. Crierudika poOOTH JaHOT TEXHOJIOTIT BUMarae MoCTiIHHOI B3aeMOIii 3 010METpUYHUMU
MEPCOHAILHUMU JTAHUMU OCOOHU.

VY 3akoni Ykpainu “IIpo 3axucT HepcoOHANbHUX JaHUX ICHYE BHU3HAYEHHS, L0 TakKe
MEepCOHANIbHI JaHI — I BIJIOMOCTI YHM CYKYIHICTH BiloMOcTel mpo (izuuHy ocoly, sika
inenTugikoBaHa abo Moxke OyTHM KOHKpETHO imeHTHdikoBaHa [1], ane BiCyTHE BU3HAYCHHS
“OloMeTpuyYHI JaHi”.

VY 3akoni Ykpainu “IIpo €nunuii nepxaBHUi qemMorpadiyHuil peecTp Ta TOKyMEHTH, LIO0
MiATBEPUKYIOTh TPOMAISHCTBO YKpaiHM, MOCBIIUYIOTh 0coOy um i cremiaapHHil cTaTyc”,
1IeHTH(IKaLlsT 0cOOM BU3HAYAETHCA K — CYKYIHICTh JAHUX MPO 0co0y, 310paHUX Ha OCHOBI
(ikcarii i XapaKTepUCTHK, 110 MalOTh JOCTATHIO CTAOUIBHICTh Ta ICTOTHO BIAPI3HSIOTHCS BiJl
AHAJIOTIYHHUX TapaMeTpiB iHIMMX oci0 (O0ioMeTpuyHiI JaHi, mapaMeTpu — OUU(POBAHUHN ITiITUC
ocobu, omnudppoBaHuii o0pa3 o6muuust ocobu, onupoBaHi BIAOWTKH TANBIIB PYK) Ta
OloOMETpHYHI IMapaMeTpHu — BUMIPIOBaH1 (hI3UYHI XapaKTEPUCTHKHA a00 OCOOMCTICHI MOBEAIHKOBI
pHUCH, 110 BUKOPUCTOBYIOThCS 71 11eHTUdiKawii (BIi3HaHHSA) ocoOu abo BepHudikalii HagaHOT
inenTrdikamiiiHoi iHpopmailii mpo ocody [4].

VY Tlonoxenni “Ilpo HarioHansHy cucTeMy OloMeTpu4HOi BepHdikarlii Ta iaeHTudikarii
rpoMajsiH YKpaiHu, 1HO3eMIIiB Ta 0ci® 0e3 rpomajasiHCTBa” BKa3aHO, IO O1OMETpUYHI JaHi 11e
onnGpoBaHi BiIOUTKHU MaJbIIB PYK, OIU(PpOBaHE 300paXKeHHs 00myus [5].

Xoua y Ilonmoxenni “IIpo HamioHanbHY cucTeMy OioMeTpu4HOI Bepudikamii Ta
imenTudikamii rpoMansH YKpaiHd, 1HO3eMIIB Ta oci0 0e3 TpoMaasHCTBA” BKa3aHO, IO
OloMeTpHUYHI JIaHl TOBUHHI 00OpOoOIsATHCS Ta 30epiraTucs 3rimHo 3akoHy Ykpainu “Ilpo 3axuct
MIEPCOHATBHUX JITAHUX ', OCTAHHIN MICTHTH JHUIIE Yy CT. 13 HOpMY IOJI0 TOTO, IO JIaHi ITOBUHHI
30epiraTucs TaKUM YMHOM, 100 3a0€3MeUnTH iX IUTICHICTh Ta BIAMOBITHUN PEXUM JOCTYIY 10
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HuX. Y ctarTi 24 3akony Ykpainu “TIpo 3aXHCT nepCcoHaIbHUX JaHUX BIJICYTHE PO3MEKYBAaHHS
NEPCOHATBHUX JAaHUX Ta YYTJIMBUX JaHUX. TakUM YHHOM HE BpaxoBaHO crenudiky
O01OMETPUYHHX JaHUX.

Posrnsnaroun crienudiky 010METpUUHUX AaHUX TpeOa BIAMITUTH Te, IO OUIBITY YaCTHHY 3
HUX HEMOXXJIMBO 3MIHUTH. MOXKHa 3MIHUTH TI€BHI OCOOJMBOCTI OCOOHM, Taki SK Xoja y
3aJIe’KHOCTI BiJI BIKOBHX OCOOJIMBOCTEH, TpaBMH Ta 1HII (akTopu, aje 1HII 1IeHTUdIKaToOpu
ocoomn sk JIHK, mimika, pyxu, po3TallyBaHHS OuYell HE 3MIHIOIOTHCS. 3a YMOBH, LIO0 Oco0a
BHKOHA€E IIACTUYHY OIIepallifo 31 3MIHM OOJIMYYs, ICHYE BEIMKHUI IMaHC ii imeHTH]IKyBaTH 3a
napamerpaM, ki Oynm 70 omepariii, aJpke 3MIHUTH pO3TalllyBaHHsS O4Yei, ByX Ta HOcCa — HE €
MOXJIUBUAM. SIKII0 O10METpUYHI JaH1 3a3HAIM BUTOKY, TOMI JaHUU (DaKT MOXKE IMPHU3BECTH JI0
HE3aKOHHOTO BTPYYaHHS Yy JKUTTS 0COOM, pyHHYBaHHS ii COI[IaJIbHUX 3B’SI3KIB Ta HE3aKOHHHX
Nifi, BUKOHAHUX Big 1IMEHI JJaHOi 0COOW. 3aBISIKH BHUKOPHUCTAaHHIO OMM(POBAHOI
JTAKTHJIOCKOIMYHOI 1H(GOpMaIli MOXJIMBO IMMAPOOWTH BIIOMTOK MalbId 3a JOIIOMOTOIO
CreIianai30BaHuX 3aco0iB. 3 OONUYYSIM TAaKOX MOXHA CTBOPUTH IU(POBY KOO HA OCHOBI

MareMaTH4Hoi Mozaeni. OIWH 3 TakMX BaplaHTIB — II€ BUKOPUCTAHHS CIICIIaII30BaHHUX
HeHpoMepexK, sIKl 3MOXKYTh MAaKCHMAaJIbHO TOYHO BIITBOPUTH OOIHYYSI OCOOH 3 yciMa CYIyTHIMHU
rapaMeTpaMH.

Butok OioMeTpuuHUX AaHHX, a caMe OIU(POBAHOrO OOJMYYS Ta THIIMX OIU(POBAHUX
JTAHUX, BKITIOYAI0UM MIMIKY Ta PyXH, MOX€ TIPUBECTH J0 “BUKPAJaHHI OCOOMCTOCTI” — OJIHOTO 3
BU/IIB KiOep310unHiB. BiH XapakTepus3yeThCs TUM, 1110 3JIOBMUCHUKHU OEpyTh MiJ CB1il KOHTPOJIb
BCl aKayHTU JIIOJMHU Yy COIATbHUX MeEpekax, OaHKIBChKI paxyHKH. [HOMI 1 cutryaris
3aKIHUY€ThCS OTPUMAHHSIM BHKYIy, aje 3 YypaxXyBaHHSIM MOXJIMBOCTeH OloMeTpruHOL
imenTudikaiii Ta MOXJIMBICTIO BHUIaBaTH ceOe 3a KEPTBY, 3JJIOBMUCHUKH MOXYTh TOBHICTIO
MOPYIIUTH JKUTTS KXEPTBU 4Yepe3 3aBAaHHS MaTepiajibHOI ab0 MopasibHO1 mKoau. ['omoBHE y
TOMY, 110 JJOBECTH HEBUHHICTH 3aBXK /AU Oy/i€ JOCUTH MTPOOIEMATHIHO.

B ykpaiHChbKOMY 3aKOHOJABCTBI ICHYE BiAMOBITAIBHICTh 32 MOPYIIEHHS 3aKOHOJ/IABCTBA
IIOJI0 3aXMCTY MEPCOHAIBHUX JaHUX, a caMe He3aKOHHE 30MpaHHs, 30epiraHHs, BUKOPUCTAHHSI,
3HULICHHS, MOIIMPEHHS KOH(iIeHIHOI 1H(dopMalli mpo ocobdy abo He3aKOHHA 3MiHA TaKoOi
iHbopMarliii Ta npo ii 06poOky abo Mmpo 3MiHYy BiIOMOCTEH, SIKI MiJUISTAlOTh MOBIIOMIICHHIO
3TiIHO 13 3aKOHOM, HEMOBHMX YW HEIOCTOBIpHUX BimomocTteit [6; 7]. Ilpote, 1i 3akoHOmaBYi
aKTH PO3TJISIAAIOTh TMEPCOHAIBbHI JaHl y 3aralbHOMY BUTJISAl, 37COUTBIIOTO Yy BUTJIAIL
JOKYMEHTIB 0coOu. BiacyTHe po3aiieHHs Ha pi3HI TUNM NEPCOHANBHUX JAHUX, a caMe —
OioMeTpuyHi Ta 4yTiuBi. B 3amexHOCTI Bix TOro, sIKi JaHi OyJIo BTpAa4eHO, MOXKYTh HACTaTH
PI3HI HACTIJKK 3a CTYNMEHEM TSHKKOCTI Ta BIUIMBY Ha moTeprnily ocolOy. Takox BIACYTHS
mpolelypa 3aXUcTy 0coOu, TepcoHaIbHI JaHl SIKOT 3a3HAM BUTOKY. SIKIIO MOBa ije mpo
MACTIOPTHI JIaHi, TO MACIOPT MOKHA 3MIHUTH, ajie SKIIO MOBA ijie mpo OGiOMETpUYHI JaHi, TO
TaKa MOXKIIMBICTh TIOKH IO BiAICYTHA. TakoX iCHye MUTaHHS MIPO T€ — XTO MOBUHEH 3aliMaTUCS
MUTaHHSAM 3a0e3neueHHss O0e3meKkd ocoOM, YHi MepCOHANbHI JaHl 3a3HAIM BUTOKY Ta MAaloTh
PHU3UK BUKOPUCTAHHS 3JI0YMHIISAMHU Y iXHIM NPOTUIIPABHIN JISUTBHOCTI.

CrocoBHO 3axucTy iH(OpMaIlii Ta MEPCOHANBHUX JaHUX B YKpaiHi i€ cTaHAapTH3AIlisl —
Kommnekcna cucrema 3axucty iHpopmamii (KC3I) [8]. Lleit cranmapT € Bpa3IuBUM s
kibepaTak Ta BUTOKIB NEPCOHATBHUX AaHUX. [[UTaHHs MOCTae y BUKOPUCTaH1 cepTH(IKOBAHOTO
IIPOrPaMHOr0 3a0e3IMeUeHHs, SKE JOCHTHh BPA3jIMBE Ta HE BIAMOBIJA€ CBITOBHM CTaHIapTaM.
Takox icHye mpoOnemarhka OOMEXKEHUX pecypciB st posropranHs Ta miarpumkn KC3I.
BiacyTHICTh MOCTIMHUX 3aXO[IIB 3 IMATOTOBKHM Ta IIIIBUINCHHS PIBHSA KBamiQikalii IepcoHATY
HECe PUBHKHU JHOJCHKOTO (hakTopy. Amke e(eKTHBHICTh 3aXHUCTy CHCTEMH Bia Kibepsarpos
noTpedye MOCTIHHOTO BJIOCKOHAJICHHS HABUYOK Ta BJIOCKOHAJIEHHS MPOTPAMHO — arapaTHOTO
KOMILIIEKCY.
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VYV Permamenti (€C) 2016/679 Big 27.04.16 p. (mami — GDPR), mHaibkopcTkimoMy i
HalleEeKTUBHIIIIOMY 3aKOHI, BHU3HAuUeHHS OIOMETPUYHUX JaHUX Ma€ TUIBKH OJIHE
(dhopmyInroBaHHS, SKe BHU3HA4YeHe y cTaTTi 4. A crarrs 9 periaMeHTye OIpallfOBaHHS TaKUX
naaux [9; 10]. Crarrs 25 GDPR pae 4iTki pekOMeHIaIlii CTOCOBHO MPOTPaMHO-aapaTHOTO
3a0e3MeYeHHs] 3aXUCTY BiJl CTOPOHHBOTO BTPYYaHHS Ta BUTOKY JaHHMX, MOCHJIAIOUMCH Ha
cragaapt ISO 27001. KoxxeH KOHTpoJep Ta BOJOUICIh MEPCOHAIBHUX AAHUX MYCSTh IMPOUTH
3aTBEp/KCHUI MexaHi3M cepTudikallii Mo JaHOMY CTaHIApTy, SK MIATBEPIKEHHS TOTO, IO
ICHY€E BIIIOBIIHICTh BUMoram. Cama cepTrudikallis BKIIOYA€E SK MPOrpaMHO-aliapaTHI BAMOTH JI0
IPOrpaMHOTO 3a0e3MeueHHs, TaK 1 TMeBHY poOOTy 3 TpaliBHUKaAMH I TOro, II00
YHEMOXXJIMBUTH BHUTIK Ta BTpaTy MNEPCOHAIBHUX MaHUX. 3 poauHu craHaaptiB ISO ciin
BIIMITUTH, 110 HE TUTbKU 27001 Gepe yyacTs y (OpMyBaHHI MPUHIIUITB 3aXUCTYy MEPCOHAIBHUX
nanux. Tomy ans ceprudikaiii 3a3BU4ail BUKOPUCTOBYIOTh HABYAHHSA 1 IO 1HIIMM CTaHAapTaMm
ISO, a came :

ISO 27002:2013 (Security Techniques — Code of practice for information security
controls) — Koaekc npakTHYHUX 3aX0/IiB JUIsI KOHTPOIO 3a 3aXUCTOM iH(opMariii.

ISO 27003:2017 (Security Techniques — Information security management systems) —
TexHnika Oe3MeKu AJsl CUCTEM 3aXUCTY NEPCOHATBHUX JaHUX.

ISO 31000 — (Best Practice Guidelines) — IIpakTuky™m 3 3acTOCYBaHHs raiiliiB 3 3aXUCTy
MEPCOHATIBHUX JAaHUX K y TEXHIYHOMY, TaK 1 aIMiHICTPATUBHOMY CErMEHTaX.

PeanbHICTP NMPAaKTUKK CBIMYUTH MPO PI3HUIIO MDK PEKOMEHIALISIMU Ta MPAKTUYHUM
3aCTOCYBaHHSIM IE€BHUX 3aXOJlIB Ta JIEMOHCTPYE Ha NPUKIAJAX MOKIMBOCTI BUPIIIECHHS
MeBHUX, CIICIU(PIYHUX TTUTAHb.

Bcei cranpmaptu ISO mocTiiHO OHOBIIOIOTHCA. Taki OHOBIIGHHS TPYHTYIOThCS Ha
MPAKTUYHOMY JIOCBIJIl T4 TEOPETHYHIA OCHOBI CTOCOBHO PO3BHUTKY MOXKJIMBOCTEH BHUTOKY Ta
XaKepChKHUX aTakaX, 3 MOXKJIHUBICTIO 3aCTOCYBAaHHS HOBHMX METO[IIB, BPA3JIMBOCTEH HYIIbOBOTO
JIHSI Ta HOBITHBOTO MPOTPAMHO-AapaTHOrO KoMIuiekcy. OfMH 3 BapiaHTIB TaKUX MPAKTUYHUX
3ax0/iB — IHQUIBTpaLis KOMIT IOTEPHOI MEpeXkl XaKepChbKUM MPOTpaMHHUM 3a0e3MeUeHHSIM, sSKe
BCTaHOBITIOETHCS 3 (UIel-HAKONWYYyBaya, MPUHECEHOTro 10 odicy, ado 3aBASKM CKPUITAM, SIKi
nponucadi y ¢oTo-, Bizieo- abo TekctoBux (aiinax. ToOTo aTaku Ha cucTeMy, Kl BiIOYBatOTHCS
3 1i cepeHl, MUHAIOYH 3aXUCHUN (DYHKITIOHAT, PO3pOOICHMIA /U1 BITOUTTS aTaKH 330BHI.

3aBAsSIKM KOMIUIEKCHUM 3ax0JlaM BiJI0YBA€TbCs MOCTIHE OHOBJIEHHS 3aXHCHHUX CUCTEM
BOJIOZUIBLIS Ta PO3MOPSAHUKA IEPCOHATBHUX AaHUX. Takui MiIXiA A0 3aXUCTY NEPCOHATBHUX
TAHUX J1a€ OLIbII CepHO3HUI CTYMIHb 3aXUCTY, a HIX MPUHIUINA MopaibHO 3acTtapinoro KC3I.

Bbepyun 1o yBaru ctymiHb 3aXucTy 0a3 JaHUX 3 MEPCOHAJIBHUMHM JaHUMHU, PermameHT nae
YiTKy IMIIEpaTHUBHY HOpMY, nponucany y crtarti 17 GDPR mono npaBa ocobu Ha BuAaneHHs
MEPCOHANBHUX JaHMUX, BKJIIOYAIOUM OioMeTpuuHi, Oa3zyrounch Ha mpaBi Ha 3a0ytTsa. ToOTo
BUJAJICHHS JaHUX 3a 3alUTOM O0coOHM. Y TOW camMuil 4Yac yKpaiHChKE 3aKOHO/IAaBCTBO HE
nependayae BKa3aHOTO IHCTPYMEHTY 3aXUCTY MEPCOHAIbHUX JIaHuX. PerinaMeHToBaHMid CTPOK y
75 pokiB, y 3aTBep/keHOMY Haka3l MiHwocta Ykpainu “IIpo 3aTBeppkenns [lepeniky TUoBUX
JOKYMEHTIB, 110 CTBOPIOIOTHCS TiJl Yac JisUTBHOCTI JEp>KaBHUX OpPraHiB Ta OpraHiB MiCLEBOTO
CaMOBpSAYBaHHS, IHIIMX YCTaHOB, MIANPUEMCTB Ta OpraHi3aiiid, 13 3a3HAYEHHSIM CTPOKIB
30epiranHs TOKyMeHTIB” [11] BBaXkaeThcs MIHIMAIBHUM Ta TAaKUM, SIKHH HE MOJKHA CKOPOYYBATH.

Crix oco0nauBO BiA3HAYMTH, 10 B YKpaiHi KOHTPOJb 32 TOTPUMAHHIM 3aKOHOJIaBCTBA Y
chepl 3axuCTy MEPCOHANBHUX JAaHWX TIOKJIAJICHO Ha YTOBHOBaxkeHOTOo BepxoBHoi Pamu
VYkpainu 3 nipaB JIIoJuHU. A B TOM camuii yac y €C KoXkHa KpaiHa Ma€ CBOTO PEryJaTopa, KUl
3aiiMa€ThCAd BUKIIOYHO JAHUM MHUTAHHSM, IO J1a€ MOKJIMBICTH OUIBII JETAIbHO 3aliMaTuCs
KOHTPOJIEM, MepeBipKamMy Ta BU3HAYCHHSAM NMOPYIIEHb Y JAaHii cdepi.
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3aBasSKM TOMY, IO OIOMETpPWUYHI JaHl BIAHOCATHCA 10 cepu UyTIMBUX JaHHUX, a
TexHoJorisg posmizHaBaHHA FRS po3BuBaeThcs ayxe MIBUIKO, Uil YHUKHEHHS PU3HKIB
nopymienHs GDPR Oyno po3poGneHo cneumianbHi npaBuia. EDPB Bunmyctuno raiin ans
BUKOPUCTaHHS KaMep 3 TEXHOJIOri€ro posmizHaBaHHA oOnuyus [10]. lng toro, mo0O He
3ayexaT BiJl TUIY CUCTEMH pPO3Mi3HABaHHs, JaHUU raii 6epe 3a OCHOBY 3arajibHe MOHATTS
TeXHOJIOT11 po3mizHaBanHa oOmmuuusi — FRT. Jlanuit raitn ocHoBanuii Ha DyHAaMEHTAIBHUX
npaBax JroAuHM Ta Ha BKasziBkax Contribution of the EDPB to the European Commission’s
evaluation of the Data Protection Law Enforcement Directive (LED) under Article 62 — e
npaBuia oOpoOKH OIOMETPUYHHX JaHUX B KOHTEKCTI MPABOOXOPOHHOI AISIILHOCTI 3 METOIO
3a0e3neueHHss KOH(IIeHUIHHOCTI Ta Oe3neku 3 ypaxyBaHHAM BukopuctanHs LI Ta cucrem
MaIllMHHOTO HaBYaHHSA. TaKoXX BpPaxXOBaHO PEKOMEHMAIll 1oa0 0O0poOku, 30epiraHHs Ta
3acTOCYBaHHS 0iOMETpUYHUX MaHuX 3rigHo ctatTi 29 Jupektusu (€C) 2016/680 [14].

["aiin Bu3zHauae AB1 ocHOBHI (pyHKIiT Bukopuctanus FRT — inentudikaris ta Bepudikaiis
0co0M. A TakoX Ja€ BU3HAUYEHHS, 10 BepHdiKallis — 1€ mpolec, CIPIMOBAaHUN Ha MEPEBIPKY
TOT0, 110 0c00a € Ti€l0, 32 KOTO BOHA ce0e BUIAE. Y TaKOMY BUIAJIKY CHCTEMOIO OPIBHIOETHCS
BXKE TOTOBUH, MOMEPETHHO CTBOpEHUI OioMeTpuuHuUi 11a0i0oH abo 3pa3ok (HANMpPUKIIAT,
30epeXEeHHI Ha CMapT-KapTiil 200 010METPUYHOMY MACIIOPTI) 3 0OJIUYUSIM BU3HAYEHOI OCOOH.

Sk Ha HaITy TyMKY, Tali]l Ja€ JOCHTH IlIKaBe BU3HAYCHHS 1ACHTU(DIKAIIIT — MPOIIeC MOMTYKY
MIEBHO1 BU3HAYEHOI 0COOU cepe TpyIy JItoIel B TIEBHIN BH3HAYCHIN 001acTi, Ha 300paxkeHi abo
0a31 manux. Y Takomy Bumanky mnpuctpoeM FRT ¢ikcyerbes, o0poOnseTbes, reHepyeThes
1abJIoH 1 EPeBIPAETHCA UM BiH CHIBIAIa€e 10 KOXHOI ocoOu. Lls pyHKiioHampHICTh 0a3yeThes
Ha TIOPIBHSAHHI OJHOTO MIA0JIOHY 3 0a30r0 madioHiB abo 3paskiB (0a3oBuM 3HaueHHsM). Lle
TaKOXX Ha3MBA€ThCS iMeHTU(IKAIEr0 OauH 0 OarathoX. Hampukiasn, e Moke IMOB’sS3yBaTH
3amuc Mpo ocoOy (mpi3BHINE, 1M’s1) 3 OOMMYUSM, SIKIIO TMOPIBHAHHS B1AOYBa€eThCcs 3 0a3010
¢dotorpadiii, moB’s13aHUX 3 MPI3BUILAMU Ta IMEHaMU. YiTke BU3HAYEHHS] OCHOBHUX TEPMIHIB J1a€
MO>KJIMBICTh YITKOTO 3aKOHOJIABYOTO PETYJIIOBAHHS 1 3HWKCHHS PU3UKIB MAHIMMYJAII TEPMiHIB
pH po3poOIli JOKTPUH Ta CTAHIAPTIB BUKOPUCTAHHS MPUCTPOIB, HE KAXKYUYH BXKE PO 3HIKCHHS
PHU3UKIB MaHIIMyJIOBAHHSA 3aKOHOJIABCTBOM IIPH CYAOBUX Ipoliecax. B Tol camuil yac nanuit
raiiJ] po3risiiae B3a€EMOBITHOCHHHU MiXK KOHTPOJIEPOM Ta MPOIECOPOM MEPCOHATBHHUX JaHUX Y
dbopmaTi B3aemMoii 3 010METPUYHUMU JTaHUMHU. Xo4da PernameHT 1 perynroe moaioHi B3aeEMOIIi,
ajie CIIiJI 3a3HAYUTH, 10 OI0METPHYHI JaHI X0U 1 BIZHOCATHCS 10 YYTIMBUX JaHHUX, ajc 10 HUX
HEOOX1THUI CBOEPITHUN MIAX1T 3 TABUIIICHHSIM PIBHS O€3MEKH JaHUX, HABITh CEPHO3HIIIUI HIXK
MIPU B3a€EMOJIT 3 IHITUMH KaTETOPIsSIMU TIEPCOHATBHUX JaHUX, SIK ITiJ] 9ac pOOOTH TakK 1 Tij Jac
nepenayi JaHuX.

[aiiyn xapakTepu3yeThCs YITKUMU BU3HAYCHHSIMHM Ta MOCHJIAHHSIMH Ha YHHHI 3aKOHOJ1aBYi
aKTH, K1 B CBOIO YepPry MOXYTh MOCUJIATHCS Ha cTaHAapTu Oe3mexu [SO Ta iHImI 3aK0OHO1aBY1
aKTH, SKi pErJiaMeHTYIOTh BUKOPUCTaHHS cTaHmapTtu3anii. Tak sk texuomoriss FRT
Bukopuctopye IIII Ta HelipoMepeki, Taia TaKkoXX IOCHIIAETHCA Ha BUKOPHUCTAHHS JIaHHUX
MPOrpaMHO-alapaTHUX 3aco0iB, THM CaMHM IIO€JIHYE 3aKOHOJABCTBO TMPO  3aXHCT
MEePCOHATBFHUX JaHUX 3 3aKOHOIaBCTBOM Ipo iHcTpymenTH LI Ta Heiipomepexi.

VYkpaiHCbKe 3aKOHOAABCTBO IIOJI0 MUTaHb B3aeMoJIii 3 OiomeTpuuHuMu nanumu ta 11
IHCTpyMEHTaMU KapJAWHAJIBHO BIAPI3HAETHCS Bij 3akoHOoAaBcTBa €C. Ha choronmHimHii 1eHb B
3aKOHOJABCTBI YKpaiHU BiJICYTHIA 3aKOH, SIKHH PETyJI0€ BUKOPUCTAHHS HEUPOMEpEXK, II0
BUKOPHUCTOBYIOTH JIJIsl poOoTH GiomerpuyHi nani ta [11I.

o peui, y 2021 pomi €Bpokowmicigs po3pobwmna 3akoH npo Bukopuctanas IIII Ta
Helpomepexk, a came Artificial Intelligence Act, sikuii pernamentye npasuia monao LI Ta
BHOCHTHh IIeBHI 3MiHM Yy 3akoHogaBui aktm €C, mo0 3a0e3leunTH IIpaBOBE IIOJIE JIS
BUKOpHUCTaHHs cucteM Ha ocHoBi LI [15]. OcHoBHA MeTa 1BOTO 3aKOHY — CTBOPUTH yYMOBHU
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6e3neunoro 3acrocyBanHs LI B kpainax €C Ta CTBOPUTH MpaBUjia BUKOPUCTAHHS CUCTEM Ha
ocHosi I y pi3Hux cepax comianbHOi B3aeMoii. Ajle 3aK0OH O6epe 3a OCHOBY 3a0e3MeUCHHS
KOH(IICHIIIMHOCTI 0CcOo0M, 3aXUCT TIpaB IJIIOJAWHU Ta perjiaMeHTye, sSK 1 J¢ MOXKHa
BUKOPHUCTOBYBATH MPOTPAMHO-aNapaTHI KOMIUIEKCH TakK, 00 MM HE MOPYIIYBAaTH IHIIE
3aKOHOJIAaBCTBO Yy cdepi 3aXUCTy MEepPCOHATBHUX TaHUX. Sk MOOIYHMI BIUIMB — BiH PETYJIIOE
MOIAJBIIIAIA TEXHOJOTIYHUN PO3BUTOK JIAHUX CHUCTEM Ta MOXJIMBOCTI iX 3aCTOCYBaHHS Y HOBUX
chepax KUTTEAISUTBHOCTI JI0AUHUA. Xoua 0e3neka nanux y pooorti 3 LI 1poro 3akoHONIpoeKTy
0a3yeTbcsd Ha BXKE ICHYIOUMX CTaHAapTax 3axHUCTy MepcoHalbHMX Aanux I[SO, minkom
IMOBIpHO, IO y HaWOIMXKYOMY MalOyTHROMY Oyae CTBOPEHO HOBI CTaHIAPTH IJs OUIBII
rapMOHIIHOI 1 MPOCTOT B3aEMO/IIT 3 MPOIYKTaMHU Ha OCHOBI1 Heitpomepek Ta 1.

B Vkpaini Bxke neBHUI yac BUKOPUCTOBYIOThCA cuctemu 3 FRT, nmpoTte Hemae sxo1HOTO
3aKOHOJABYOr0 aKTy, SKUM Ou permameHTyBaB ix pobOory. Hanpuknan, tenedonu 3
PO30JIOKYBaHHSIM OOJMYYSIM, OTIaTa 3a 1eHTH(IKAIIEI0 0COOH TT0 OOIMYYI0, a TAKOXX CHCTEMa
“INIS” mpu  peectparii BuMarae ouudpyBaTH o0nuuus KopuctyBaya. IIpore icHye
3akoHOIPoeKT “IIpo e€auHy cHCTEMY BIACOMOHITOPUHIY CTaHYy ITyOJiYHOI Oe3IeKu”’, SKHi
CTBOpPEHUH 1100 JieTami3yBaTH Ta PEriiaMEHTYBaTH €IUHY CHCTEMY BiJCOMOHITOPHHIY CTaHy
myOmiuHOi 6e3meku [16]. V ctarti 14 11bOTO 3aKOHOMIPOEKTY CTOCOBHO O€3MEKH MEPCOHATBHUX
naHuX AaeThes Biacmiaka Ha GDPR, ane y mpaBax ocoOu BiICYTHE MpaBo JIOJIWHU HA 3a0yTTS.
Takox He BU3HAYEHO OCOOMMBOCTEH 30epiranHs 010METPUYHUX JTAHUX, MICIIE, /e BOHH OYAyTh
30epiraTucs, SSIKUMH came CTaHaapTaMu Oe3leku Oy/e OCHAIICHWN 3aXHUCT 1 HaWTOJOBHIIIE —
HE BKa3aHo, sfKa came aJMIHICTpaTUBHA BIANMOBITAIBHICT Oy/I€ IS MpoIiecopa Ta BOJIOILIBIIT
MEePCOHAJIPHUMU JJAHUMHU Y BUNAAKY BUTOKY iH(opmarii. [{eli 3akOHOMPOEKT MIHHUKI TUM, 11O
BiH B)K€ CTBOPIOETHCS 1 HAMAraeThcsl BIAMOBIIaTH HOpMaM PernaMeHTy, 110 BKe€ Ma€ Ha MeTi
KOHKpeTHI epexTuBHi 1ii y cepi 3axucty 010METpUIHUX JaHUX TPOMAJISIH Ta IHIIHUX 0Ci0 6e3
rpomMaasHcTBa. Xoya Il JOKyMEHT Ma€ BeJIMKY KUIbKICTh HEJONIKIB, aje 1€ IMOYaToK
BPETYJIIOBaHHSA BUKOPUCTaHHS MNpHUCTpoiB 3 TexHonoriero FRT B Vkpaini. Takum ymHOM
MOXJIMBO CTBOPUTH 3aKOHOJIABCTBO TMpoO 1AeHTHdIKAIIWHI cucTeMd. BOHO mnpu3HaueHe
CHeI[laIbHO JJIsl PEryJIOBaHHS BCIX CHUCTEM YMIPABIIHHS 1IEHTHU(IKALIEI0 TaHUX, HE3aJekKHO
BiJl X THIY, CTPYKTYpH, TEXHOJOTii a00 MeTH. 3aKOHOJJABCTBO MPO i/IeHTU(IKAIIITHI cucTeMu
TAKOTO PIBHS TaKOX € JEepKaBHUM 3aKOHOJABCTBOM, 1 BOHO MpH3HAUEHE Ui BUPIIICHHS
mpo0sieM, sfKi CTBOPIOE YMHHE HAIllOHAJIhHE 3aKOHOJABCTBO JUISI BCIX CHUCTEM YIpaBIiHHSA
1IeHTH (KAl JaHUX, MOXKE 3allOBHIOBATH JIESK] MPOTAINHM, K1 HE OXOIUICHI 3aKOHOJaBCTBOM
HaIlioHaJILHOTO piBHA [3].

BucHoBkwu.

3aBagku OypXJIMBOMY PO3BUTKY Helipomepex Ta cucteM Ha ocHoBiI Il Gyno ctBOpeHO
HOBWHI 3aci0 ineHTHdikarii Ta Bepudikamii ocodu. [lurtanHs y Tomy, 110 1ei TeXHIYHUHN 3aci0
Ui poOOTH BUKOPHUCTOBYE OIOMETPHYHI JIaHi, SKi, y CBOIO Yepry, € MepCOHAIBHUMHU JTaHUMHU
ocobu. Ha MOMEHT BHMXO/ly Ha PHHOK JaHHWX MPHUCTPOIB, CBITOBE 3aKOHOAABCTBO OYJI0 HE TOTOBE
70 TAaKOTO BUKJIMKY, ajieé BXKE 3a KUIbKa pOKIB OyJ0 CTBOPEHO 1 po3po0JieHO crieniaii3oBaHi
3aKOHOJIaBYi aKTH ISl PEryJIFOBAaHHS BUKOPUCTaHHSI, BUPOOHUIITBA Ta PO3POOKH JaHUX BUPOOIB.
OCHOBHMI BUKIIMK y c(epl PETyIATOPHUX IOJITHK IUX 3aCO0IB Ta TEXHOJIOTIH IMOCTAaE y TOMY,
IO IIe MUATaHHS KOMIUICKCHE, sIKe TOJIsIrae y KiIbKoX cdepax, a caMe 3aXUCTy MEePCOHATBHUX
JaHUX, PETYJIIOBAaHHS BUKOpUCTaHHs cucteM Ha ocHOBI LI Ta Helipomepex.

VYkpalHChbKEe 3aKOHOJ/ABCTBO Hapas3i HE Ma€ 3aKOHOJABYHMX AKTIB CTOCOBHO PETYJISTOPHOI
MIOJIITUKYA BUKOPHUCTaHHs Helpomepex Ta [111.

Takox icHye THUTaHHS CTaHAApTU3AIlli Ta PEryasATOPHUX TMOMITHK Yy cdepl 3axucry
nepcoHabHUX naHuX. Ha BimMiny Bing Ykpaiam kpainn €C cTBOpWIM TIEBHI PEryasSTOPHI
HNOJITUKU Yy KOXXHOMY 3 JIaHUX IUTaHb, TAKUM YHHOM, 11100 JOTPUMYBAaTUCh OajaHCy MiX
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KOPCTKOIO TOJITUKOIO, sIKa OJIOKY€ PO3BUTOK HAaYKOBO-TEXHOJIOTTYHOTO MPOrPecy METOJIOM
3a00pOHM Ha BHUKOPHCTAHHS, YMM TpHU3BENE J0 3HAUYHUX EKOHOMIYHMX BTpar. CUCTeMH Ha
ocHoBl FRT BupoOIsII0TECA Ta PO3POOISIOTHCS MEPEBAXKHO NMPUBATHUMHU KOMIIAHISIMH, TOMY
PEryJsITOpHA MONITUKA Ma€ OyTH CHPSIMOBAaHA Ha MOJAIBIINN PO3BUTOK Ta IMIJIEMEHTAIIIO ITUX
CHCTEM.

st Toro, mo0O NpUBECTH MPABOBE CTAHOBMILE CTOCOBHO KaMep 3 pO3Mi3HaBaHHSIM
o0mmuusi Ta cucteM Ha ocHOBI FRS B Vkpaini no piBus €C, icHye JaBa HUISIXA — TOBHICTIO
CTBOPUTH CBO€ BIJIACHE 3aKOHOJABCTBO, ske Oyne perymoBaTH JAaHy cdepy, abo
IMIUIEMEHTYBATH B)Ke 1CHYI0Y1, poOoui Bapiantu 3 €C.

3 ypaxyBaHHSIM TOTO, 0 YKpaina patudikyBaia y 2014 pomi yrogay npo acormiarito 3 €C,
TO BUHMKJIa HEOOXIHICTh 10JI0 MOJEPHI3ALlli CY4aCHOTO BITUYM3HSIHOTO 3aKOHOJABCTBA y chepi
3aXHUCTy MEPCOHATBHUX JIaHUX, sike He oOMexyeTbes uie GDPR.

[TocTtae muTaHHS MOA0 CTaHAAPTIB 3axucTy IepcoHanbHUX maHuxX. CydacHa K3CI He
oTpuMyBasia oHOBIIeHb 3 2012 poky, mpote ctangapta ISO MarOTh TMOCTIHE OHOBJICHHS 1 BXKE
npuitHaATi €C 3a 0cCHOBY. bararo ykpaiHChKHMX NMPUBATHUX KOMIIAHIHM, K1 IPAIIOIOTH 3 KpaiHaMu
€C, BxKe oTpUMaIl cepTU]IKaIliio Ta BUKOPUCTOBYIOTh cTaHaapTu [SO y cBoiii MOBCIKICHHIM
po6ori. [Iporte cnix 3a3naunTy, mwo cranaaptu ISO nponucani B 3akoHoaaBcTBl €C, 30kpeMa y
tomy camomy GDPR.

B cyuacHoMy ykpaiHChKOMY 3aKOHO/IaBCTBI 3aXUCT O10METPUYHUX JaHUX 0COOU Maiike He
BpEryJabOBaHO, TOOTO BIJICYTHI TMEBHI CTAaHAAPTH, SKI MPOMHUCAHI y 3aKOHOAABYMX aKTaxX, IO
JAI0Th MOKJTMBICTD JJIsl MAHIMYJIIOBaHHSI MPY BTpaTi, 3HUIIEHHI a00 3MiH1 OCTaHHIX.

VY 3akononaBctBi €C Ta YKpaiHu Ha JTaHUN MOMEHT BiJICYTHS METOJMKA 3aXUCTy 0coOU
BiJl BUKOPUCTAHHS 11 MEPCOHATBHUX OIOMETPUYHUX JAHHUX 3JIOBMUCHUKAMHU, aJKe 3 TIOCTIHHUM
pIBHEM pPO3BUTKY TEXHOJOTIH HE BHUKIIOUEHHH BapiaHT TOTO, IO 3JIOBMHCHHKH 3MOXYTh
BUKOPHCTAaTH CKOMIIPOMETOBaHI O10METpUYHI JjaHi JJis TOro, 100 CTBOPIOBATH “KJIOHU™ JKEPTB
JUTS CBOIX MEBHUX IIIEH.
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