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EBPONEVCBHKHI JOCBIJ 3AKOHOJABUYOI'O 3ABE3ITEYEHHSI
HNOCUJEHHS KIBEPCTIMKOCTI
DOL...

Anomauin. Poszensnymo nowsmms ma 3micm Kibepcmiukocmi. Busnaueno ocodausocmi, sKi
Xapaxmepusyromuo Kibepcmitukicms. /lemanizo8ano cnie8iOHoOueH s Midic nousmmsamu “Kibepoesnexa”
ma ‘“‘xibepcmivkicmy ”. Busnaueno ingppacmpykmypy kibepcmitikocmi ma ii cknaoogi. Ilpoananizoeano
cyyacne 3akonooaécmeo €C, npucesueHe NUMAHHAM NOCUWIEHHs Kibepcmiukocmi. Busnaueno
NO3UMUBHI ACneKmu nocuients Kibepcmiikocmi y 3axonooascmei €C. Ocobausa yeaza npuoiisemocs
posenady Jupexmueu NIS2 ma 3axony €C “IIpo xibepcmitikicmy . Buznaueno cknadosei komnonenmu
KOMNAeKCHOI cmpameeii  Kibepcmitikocmi Ha JoKanbHomy pieHi. Oxapakmepuzoeano Wisaxu
€sponeticbkozo yenmpanvHoz2o bauky (€LIB), cnpsamoeari Ha nocunenHs Kibepcmitikocmi OaHKIBCbKOT
cucmemu €C. Ha niocmasi y3acaibHeHHs HOZUMUBHO20 EBPONEUCLKO20 00CBI0Y OKPECIEHO
nepcnekmusu YOOCKOHANCHHS Ma NOCUNeHHs Kibepcmilkocmi 6 YKpaini.

Kntouoei cnosa: xivepcmitikicms, Kibepnpocmip, Kibepinyudenm, xibepsaxucm, KibepbOesznexa,
Kibeppu3uxu, 1anowagm Kidepzacpos, 8paziusicms, xaKkep, npoepamme 3a0e3ne4enHs.

Summary. The concept and content of cyber resilience are considered. characterizing features
of cyber resilience are defined. The relationship between the concepts of cyber security and cyber
resilience is detailed. Cyber resilience infrastructure and its components are defined. The current EU
legislation on strengthening cyber resilience is analyzed. The positive aspects of strengthening cyber
resilience in EU legislation have been identified. Special attention is paid to the review of the NIS2
Directive and the EU Cyber Resilience Act. The constituent components of a comprehensive cyber
resilience strategy at the local level have been determined. The directions of the European Central
Bank (ECB) aimed at strengthening the cyber resilience of the EU banking system are described.
Based on the generalization of positive European experience, prospects for improving and
strengthening cyber resilience in Ukraine are outlined.

Keywords: cyber resilience, cyberspace, cyber incident, cyber defense, cyber security, cyber
risks, cyber threat landscape, vulnerability, hacker, software.

IlocranoBka mnpobaemu. Ilepmmii B icTopii CBITOBUN PEUTHHT KiOEP3JIOYMHHOCTI,
CTBOpEHUH y pamkax nociimxeHHs: OKchHOpIChKOTO YHIBEPCUTETY, SKHil OyB OmyOIiKOBaHUN
Ha movatky 2024 poky, TATBEpAMB JiACPCHKUN CTAaTyC pocii SK Iep’KaBU-3JTOYUHIIS.
BianoBigHo 10 oOIiHKK cBiTOBOrO pedTuHry Kidep3nounHHocTi (World Cybercrime Index)
pOCiiichbKi  KiOEp3TOUMHINI BBAXKAIOTHCH HAUMPOQECIHHIMMMU Ta TEXHIYHO HaWOUIBII
KBaNi()iIKOBaHUMHU y CBITi, 1 IXHI 3J0YMHM MarOTh HaiOupmmii BrumB [1]. B ymoBax
MacmtabHoi  KiOepBiiHM  (QYHKIIOHYBaHHS  OLIBIIOCTI  Cy4acHHUX aBTOMAaTH30BaHUX
iH(pOpMaIIITHUX CHCTEM, OCOOIMBO TAaKHX, M0 EKCIUTYaTyIOTh MEpeXeBi TEXHOJIOTii nepedyBae
y ¢oKyci pi3HOMAHITHUX 3a IHTEHCHUBHICTIO JECTPYKTUBHUX BIUIMBIB. [limroroBueHi
Ki0ep370UMHIIl BIUIMBAIOTh 4Ye€pe3 Mepekl Ta MPUCTpoi Ha iHGOpMaliifHI TEXHOJOTrI, 0
BHUMarae mocTiHHOTO YAOCKOHAJICHHS KiOepOe3neKHu.

Ha mpomy ¢oni mepeBaxkHa OifbINICTh KpaiH CBITy, y ToMy umciai i aepxasu €C
OMIKYIOTbCS TNHUTAHHAMH CTBOPEHHS Ta e(EeKTUBHOTO (YHKIIOHYBAHHA MEXaHI3MiB
3abe3neueHHs KibepOe3neku, ska Mae Takl IHCTUTYIIHHI O3HaKWU: (POPMYIOTHCS BiJMOBIIHI
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IPaBOBI HOPMHU TMEpeBakHO y ¢opmaTi JOKTPUH (CTpaTerii) KiOepOe3NmeKHd Ta BiIMOBIIHHUX
CHeliaIbHUX aKTiB 3aKOHOJABCTBA, PO3POOISIOTHCS MPIOPUTETHI 3acaau ACP>KaBHOI MOTITHKH
y cepi 3abe3neueHHs1 KiOepOe3NeKH, CTBOPIOIOTHCS YHNOBHOBAKEHI JEPKaBHI CTPYKTYpH
(opranm), ki  BIANOBIJAIOTH 3a CTaH  3a0e3neueHHs  KibepOe3meku, TMOCTIIHO
BJIOCKOHATIOIOTHCS HOBITHI TEXHOJOTIi 3axucTy iH¢opMaIlli Ta amapaTHO-TIPOrPaMHOTO
3abe3neueHHs B 1H(OpMaLiifHO-KOMYHIKaIMHUX Mepexkax Toulo [2, ¢. 106]. ¥V 3a3HaueHomy
KOHTEKCTI BayKJIMBY POJIb HApiBHI 13 KIOepOE3MeKoo Mnocifae came KiOepCTIHKICTb.

KiGepcriiikicTh — 11€ 3aTHICTh TOTYBAaTHCS 0 KiOepaTak abo 1HIIMJCHTIB, ONIEPATUBHO
pearyBaTd Ha HHMX 1 IIBHJKO BiJHOBIIOBATHCS, 30€piraroy MpU LbOMY KOHQIIEHIIHHICTS,
LUTICHICT 1 JOCTYIMHICTh CUCTEM 1 JaHuX. TOOTO OXOIUTIOETHCS KOMIUIEKCHUN MIAXiJ, KU
MOEJIHYE TPOAKTHUBHI 3aX0JY, TUIAaHW pEearyBaHHS Ha IHIMJIEHTU Ta MOCTIMHUN MOHITOPUHT
Kibep-cepe/loBUIlla 3 METOI0 IIOM SKIIEHHS PHU3HMKIB 1 MiHIMI3aMii BIUIMBY Kibep3arpos.
KibepcriiikicTh — 1€ BaXIUBHM MiAXiA A0 3aXHCTy HUQPPOBUX AaKTUBIB B €MOXY, KOJIHU
aKTyaJli3ylIOThCsl Ta MacIITa0yroThcs Kibep3arpos3u. [lapaaurma 3axucTy BiJf HOBUX 3arpo3 €
KPUTUYHO BaXKJTMBUM KOMIIOHEHTOM KiOEPCTIHKOCTI, III0 BHMAarae ajanraiii, nepeadadaroun
HE JIMIIIe TIOTOYHI 3arpo3H, aje i rOTOBHICTh A0 MalOyTHIX MOTY)KHHUX BUKIWKIB. Hampukian,
3pOCTaHHSI KUIBKOCTI CKJAJHUX KiOepaTak, KEPOBaHMUX IUTYy4YHUM iHTesnekToM (mami — L),
BHMAarae TMepCIeKTHBHOTO Ta BUBAYKCHOTO ITiIX0.TY, KOJM MEXaHI3MH 3aXHUCTY MAlOTh MOCTIHHO
OHOBJIIOBATHCS Ta YAOCKOHAJIOBATHCS. 3aBIsIKM IHTErpaiii MepeJoBHX TEXHOJIOTIH,
0e3nepepBHOMY HAaBYAHHIO Ta CTPATETIYHOMY IUIAHYBAaHHIO PO3BUBAETHCS KIOEPCTIMKICTD, KA
HE JIMIIE MPOTHUAIE CHOTOIHINIHIM 3arpo3aM, ajie i Ma€e aJanTyBaTUCs 10 HEBIIOMUX BUKIUKIB
3aBTpaIlIHBOro JHS. llell mpoakTUBHHMM mMiAXim 10 3MICTy KiOepOe3nekw rapaHTye, o
oprasizailii He TPOCTO pearylTh Ha 3arpo3u, aje 3aBXkIU T'PalOTh HA YIEPEIKEHHS, TOOTO
3HAXOMATHCS Ha KPOK TIONEpeay, FOTOBI MPOTHUIISATH Ta IOM’ SIKITYBaTH PU3UKH B YMOBaX
JIUHaMI4HOI HU(pPOBOi epu.

[ndpacTpykTypa KiOEpCTIMKOCTI BKIIOYAE e€JIeMEHTH KibepOe3rneku, YIpaBiIiHHS
pu3uKaMHu, 3a0e3neueHHs] 0e3MepPepBHOCT] Ta pearyBaHHs Ha IHIIMACHTH. Y CBITOBUX BUMIpax,
Ha BIIMIHY Bija KiOepOe3mneku, KiOepCTiKICTh BUXOAWTH 32 PAMKH TEXHIYHUX MIpPKyBaHb 1
30cepekeHa Ha po3poOIli eeKTUBHOI IMYHHOI CUCTeMH I KOXKHOI mu(poBoi cdepu, 0ynb
TO JepKaBHUIM ab0 MPUBATHUI CEKTOp. PU3HMK OLIHIOETHCS Ta 3MEHIIYETHCS, 00 OOMEKUTH
BIUTUB 1HITUICHTY, IIBUKO BUSBUTH 3arpo3u, 3a0€3MEYUTH TTPOJOBKECHHS POOOTH KPUTHIHHX
nporpam, 30eperTy JaHi Ta MBHUAKO BIJIHOBUTH poOOTY y mTaTHOMYy pexkumi. KidepcTiiikicTh
XapaKTepU3YEThCSl OE3MEPEepPBHICTIO Ta MEPMAHEHTHICTIO POOOTH, TapaHTYETHCS TOCTIHHOIO
1IeHTH(IKAIE€0, 3aXHCTOM, BHUSBJICHHSIM, pearyBaHHSIM Ha IHIUACHTH 1 BIJHOBIICHHSM
cucteM. KiGepcTiiiKicTh 03Haya€e TOTOBHICTh JO HEMHHYYOT0 MOPYIIEHHS cTaHy KidepOe3neku
Ta YCBIIOMJICHHSI TOTO (DaKTy, IO KOKHA CHUCTEMa Ma€ peajbHi Ta MOTEHIIIHHI Ypa3JIuBOCTI.

3araJpHONPUHHATAMU €JIeMEHTaMHU KiOepCTIMKOCTI €: ympaBliHHA, TpaBa JIOCTYMY,
CEerMEHTYBaHHS, 3a0€3MEUCHHS IIJTICHOCTI Ta KOH(IIEHIIMHOCTI TaHUX, aKTUBHE pearyBaHHS
Ha KiOepIHUUACHTH, BIAHOBIEHHS, CKOOPJAMHOBAHUM 3axucT. Takuil MiAXig IPYHTYETbCS Ha
Kpalpx MpakTUKaX MOOYJOBU 1 yHpaBiiHHS KiOepOe3meKoro, 30KpeMa, Ha METOOJOTIsX,
3aTBepkeHNX HarioHansHUM 1HCTUTYTOM cTaHaapTiB 1 TexHosorid CHIA (NIST). Koxna
KaTeropis npeacTaBiise OO0 KOMIUIEKC MPOLECIB, IHCTPYMEHTIB 1 KOHTPOJIB, 5IKi (OPMYIOThH
OCHOBY VHIpaBJIiHHSA SK KiOepCTIHKICTIO, Tak 1 KiOepOe3mekoro. Kareropis BigHOBICHHS
KibepcTiiikocTi 0a3yeThCsi Ha CTaHAAPTHUX TMporiecax BigHoOBiIeHHs mmicis 300iB (DRP) i
IiaHnyBaHHsa OesnepepBHocTi BeneHHsi Oi3Hecy (BCP). Cxiian KOHTpomiB 1 3axXO[IiB,
BIIPOBA/KYBaHUX B LI Kareropii 3a0e3mnedye pe3epBHE KOIMIIOBAaHHS 1 BITHOBJICHHS JTaHUX,
iHpOpMAIIITHUX CHUCTEM Ta aKTHBIB, a TAKOX ONEpPATHBHE 1 aBapiiiHe BiIHOBIIEHHS IMPOIECIB
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micis KiOepiHIuaeHTy abo KiOepaTaku. BakmmBuM (hakToOpoM KiOEpPCTIMKOCTI € IMOCTIHHUMA
TIEPETJIsAl 1 PO3BUTOK MPOIIECIB BITHOBJICHHS CHCTEM BIJMOBIIHO JO HOBHUX KiOep3arpos.

OnHoyacHO  KIOGpCTIMKICTh  sBJISE€ COO0OI0 3MATHICTh 3axWIIaTH Ta yHUKATH
KaTacTpo(IUHUX HACHIAKIB KiOepaTak, siki IPOBOJASTHCS 3a JIOMOMOIOI0 MPOTpaM-BUMaradyis,
HIMUTYHCHKOTO Ta HIKIUIMBOTO MPOTPAMHOTO 3a0e3MeUeHHs] YU 1HIIMX 3arpo3 BiJl 30BHIMIHIX
3JIOBMHCHHUKIB. 3 IHIIOTO OOKYy, KiIOEpPCTIMKICTh O3HAauya€ 3[aTHICTh CYTTEBO 3MEHIIYBaTH
MaciTabu 30UTKIB Ta IMIBHUAKO 3ayCKaTH KPUTUYHO BAXKIIMBI OMEpalliifHi CUCTEMH MIiCs
ixHporo 3mamy. KiGepcTiMKICTh MOXKE CTOCYBATHCS SK 30BHIIIHIX 3arpo3, TaKUX SK XaKepH,
nporpaMu-BUMarayi, Tak i BHYTPIIIHIX 3arpo3, TaKUX SK PU3UK BUIAIKOBOTO BUAAJEHHS a0o
3HUIIEHHS C1y>k00B0i a00 KoH(D1ACHITIIHOT 1H(pOpMAaIri ToIo.

TakuM 4MHOM, aKTyaJTbHUM BUAAETHCS MPOBEACHHS JOCIIIKCHHS 3 METOI0 BUCBITICHHS
KpaIuX MPaKTUK €BPOIMEHCHKOTO JOCBINY y cdepi 3a0e3nedeHHs KiOepCTIMKOCTI, y 3B 3Ky 3
YUM PO3TJISIT CY4acHOT €BPOMEHChKOI MOJIEe 3aKOHOAABYOr0 3a0e3nedeHHs] KiOepCTIMKOCTI €
CBOEYACHUM, 3aCIyrOBY€ Ha yBary, ocoOJMBO B yMOBax KiOepBiiiHU, Ky TPETIil piK MOCHLIb
BeJle JIepKaBa-arpecop mpoTu YKpaiHu.

PesyabTraTn anamizy HaykoBuXx myoOuaikamiii. Ha HaykoBo-mMeToguyHOMY piBHI
npobyeMaTHKy 3a0e3nedeHHs KibepcTiiikocti posrasaanu: M. Kocrpomina ta JI. I'apuatko [3],
O. Kopucrin 1 C. [ememtok [4] Ta iHmi. KidepcTifkicTb 00’€KTIB KPUTUUHOI 1HPACTPYKTYpHU
nepebyBana y ¢okyci yBarm Takmx HaykoBmiB: M. Komaposa [5], I. MansieBoi [6],
B. IlIummoBcekoro [7]. [eski nmutaHHsS OpraHi3amiifHO-IPaBOBOTO 3a0e3MeUeHHs KiOepCTIMKOCTI
Ha €BPONEHCHKOMY pIBHI BHBYQJIM TaKi MPEJCTaBHUKH €BPOMNEUCHKOI NMPaBOBOI IIKOJHU, SK
A. Cumona [8], K. Jlaypenc [9]. [Ipote BUCBITIEHHS 3aKOHOAaBUYUX iHimiaTuB Ha piBHI €C y
cdepi po30ynoBU KiOEPCTIMKOCTI PETEThHO BKa3aHUMHU aBTOpAaMH HE JOCHIJKYBAJIOCs, IIO
3aCBIIUY€E aKTyaJbHICTh TEMATHKH Ii€1 HAYKOBOI CTaTTI.

Mertor0 cTaTTi € BUCBITIEHHS OCOOIMBOCTEN 3a0€3MEUECHHS TTOCUIIEHHS KiOepCTIHKOCTI
Ha €BPOMEHCHKOMY pIBHI Ha TIJACTaBl aHami3y CyYacHHUX akTiB 3akoHojaBcTBa €C Ta
MEPCIEKTUB yIOCKOHAIIEHHS €BPONENCHKOT MOJIEN1 MOCUIICHHS K1I0epCTIMKOCTI.

Buxian ocHoBHoro Mmarepiany. EdexTuBHEe yrnpaBiaiHHS KIOEpCTIMKICTIO € JIOCUTh
CKJIQJIHUM TPOIIECOM, SIKHMM BHUMAarae pO3yMIHHS Ta BHPIIMIEHHS IUPOKOTO CHEKTPY
B3a€EMOTIOB’ I3aHUX CHCTEM, IIPOIIECiB 1 TexXHOMOTIH. LI ckiaaaHicTh MOXe OyTH HaA3BHYAMHOIO
JUIsL CTPYKTYpP 3 OOMEXKEHHMH pecypcamu abo HEBEIUMKHM JOCBIIOM y cdepl KibepOe3mneku.
[HIIMM 3HaYHUM BUKIMKOM € JaHamadT Kibep3arpos, 1m0 MBUIKO 3MIHIOEThCS. Y MOETHAHHI 3
OOMEXEHHSIMU PECYpCiB, TaKHX SK OIOJKET, JOCBIA 1 TEXHOJOTIi, OpraHi3allisiM Moxe OyTh
BXKKO 3aJIMIIATUCA B Kypcl MpobJieM 1 BIAMOBITHUM YMHOM aJanTyBaTH CBOI 3aCO0M 3aXUCTY.
OxpiM BKa3aHOTO, JOJATKOBI BHKJIHMKH BKJIIOYAIOTH: IIBUIAKANA TEXHOJOTIYHUN PO3BUTOK;
BIJICYTHICTh TPOIIECIB CTaHAApTHU3allli; CKIAAHICTh HOBUX TeXHONOriH, Takux sk loT abo
XmapHi 0OYHMCIIEHHS; 1HCAWAEPChKI 3arpo3ud Ta HeAOANiCTh CHIBPOOITHHKIB; T'€OMOJITHYHI
3MiHM; OOMEXeH1 JaHl Mmpo Kibep3arpo3u; opraHizaliifHa BiJIOKPEMJICHICTh 1 BIJICYTHICTb
CHiBITIparll.

VY cyuacHomy nanmmadTi kibep3arpos, SKMH MOCTIMHO 3MIHIOETHCS, KiOEpCTIHKICTh €
HaJ3BUYaTHO BaxHBOI0. KiGepceTiiiKicTh TonmomMarae mpoakTUBHO 3aXUIATHCA Bij KidepaTak i
MIHIMI3yBaTH BIUIUB MOTEHIIHHUX 3710MiB. [lInsixamu mocuiaeHHs 3arajibHO1 Ki0epCTIiKOCTI €:

1) CtBopeHHs mepeayMoB 3aajisl Bizyali3amii MPUCTPOIB B pPEeXHMMI peallbHOTO dYacy,
ockimpkn 1 (yHKIiA 3a0e3nedye macuBHE MPO(QITIOBAaHHS I YYTIMBUX CHCTEM,
Oe3nepepBHU MOHITOPUHT 3 METOK OO0I3HAHOCTI MPO CHUTYaIlll0 Ta I1HBEHTApU3aIlil0 B
peaJbHOMY Yaci BCiX MPUCTPOIB 0€3 MOPYIICHHS KPUTUYHUX TPOLIECIB;

2) ABTOoMaTM30BaHE 3aCTOCYBAaHHS MOJITHKM HYIbOBOI noBipu “ZeroTrust” 3 meToro
opraHizaiii J0CTyNy 3 HaWMEHIIMMM TPUBUICSIMH [JII BCIX KEPOBAaHUX 1 HEKEPOBAHMX
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npuctpois, Bkmrouatoun IT, OT, IoT, lioT Ta IoMT-mpuctpoi. 3acTocyBaHHS €JIE€MEHTIB
KepyBaHHS Ha OCHOBI TIOJITUKH HYJIbOBOI JOBIpH 3 METOI 3a0e3leueHHs BiAMOBIIHOCTI
MPUCTPOIO BUMOTAM, 3aBYaCHO 3MEHIIHUTh KUIBKICTh aTakK 1 HaJlaCTh 3MOTY IIBUIKO pearyBaTu
Ha kiOepiHuuaeHTu. lle Takox nependayae aBTOMATH3aLII0 OLIIHKYA BIAMOBIAHOCTI Ta 3allyCKy
poOOYMX TIPOIIECiB BUIIPABICHHS, 00 3a0€3MEUUTH BIAMOBIIHICTH BHYTPIIIHIM MOJITHUKAM
0e3MneKH, 30BHILIHIM CTaHAApTaM 1 Taqy3eBUM HOpPMaM;

3) CermeHrarllisi Mepexi, IO HAAACTh 3MOTY CHPOCTHTH JIWHAMIYHY CETMEHTAIlI0 IS
BCIX KiO€paKTHUBIB, OO MIHIMI3YBaTH IMOBEPXHIO aTaK 1 PETYIATOPHHUI PU3HK.

Ha mpomy (oHI BaXTMBUM € MOCHJICHHS 3aXHCTY MPHUCTPOIB OMEpaliifHOi TEXHOJOTIT 1
IIPOTOKOJIIB MOHITOPUHTY, IKUMH 4aCTO KOPUCTYIOThCS XaKEPU Ta 3JI0BMUCHUKH, 3a1100IraHHs
PO3KpUTTIO 1HOpPMAIlT TPO MOXOKEHHS Ta THUIU aTak, 30kpeMa mpo nporokonu OT mig yac
CKOEHHSI Hallajy; BUBUCHHS HACIIJIKIB MICJsI €KCIUTyaTallii, MOMMUPEHUX MITaMiB 3JI0BMHCHOTO
MpOrpaMHOro 3a0e3MeyeHHs, KOMaHIHO-KOHTPOJIBHUX CEpPBEPIB 1 TrI00aqbHOTO PO3MOALLY
3arpo3, IO CIPUATUME PO3PI3HEHHIO OMOPTYHICTMYHUX 1 IJIECTIpIMOBAaHUX KiOepaTak,
MIIKPECISHHS BAXKJIMBOCTI TTOCTIMHOT 11eHTH(DIKAIlIT Bpa3 TMBOCTEH 1 cerMeHTallii Mepexi.

VY 3apyOiKHIN HAYKOBIN JITEpaTypi MEPEBAXKHO KIOEPCTIUKICTh BU3HAYAIOTH SIK 3/1aTHICTD
MOCTIMHO JOCSTaTH 3aIlJIAaHOBAHOTO Pe3yJIbTaTy, HE3Ba)KAI0UM HAa HECTIPUATIMBI KiIOEppU3UKU
ta kibeprnoaii [10]. BuBueHHsa kiGepcTIMKOCTI € HAaA3BUYAWHO BaXKJIMBUM JUIsl OpraHizamiil y
BCIX CEKTOpax, SK JepKaBHHUX, TaK 1 NMPUBATHHUX, OCKILIbKH KiOEPCTIMKICTh HEOOXiTHA IS
3a0e3MeueHHs] CUCTEMHHUX IPOLECIB Oe3MepepBHOCTI MiJ Yac HEOYIKyBaHMX OOCTaBUH Ta €
JOKEpEJIOM BIDKMBAaHHA B KPU30BHX CIEHApisiX. 3a TaKOK JIOTIKOW KiOEepCTIUKICTh €
MDKIUCIHUIUIIHAPHOI cdeporo, sika TICHO TOB’si3aHa i3 KibepOe3mekorw Ta Kibeparakamu.
CydacHa cdepa Ta CKIaJHICTh HUGPOBUX CEPEIOBUIN POOUTH OpraHizallii OibIl Bpa3TuBUMU
1m0 Kibep3arpo3, Je¢ NUTaHHS KIOEPCTIMKOCTI MmocTae Aedani Ouibmn BaxkiauBumu. Came
KiOepaTaku BBaXKalOThCS OJHIEIO 13 HalCepHO3HIMIMX 3arpo3, TOMY 3aBJaHHA KiOepCTiMKOCTi
MOJIATAIOTh HE TUTbKM B YHHKHEHH1 HACHIJKIB Kibeparak, ajne W y 37aTHOCTI pearyBaTd Ta
MIHIMI3yBaTH 1X HETaTHMBHUW BIUIUB, MPU IIbOMY 3aBIaHHSA 30CpEKECHHS JaHUX Yy Oe3merli
3pOCTa€ 3 TIEI0 K WIBUIKICTIO, IO W KUIBKICTh 1 PI3HOMAHITHICTh AaHMX, SIK1 30epiraioTbcs B
TeOMETPHUYHIN Tporpecii mpotsrom 0araThOX pPOKIB, BUMararouu BiJ (axiBI[iB MOCTIHHOTO
MOIIYKY allbTePHATHB JJIsi TPOAKTUBHOTO TECTYBaHHS Ta OIIHKA (I3UYHMX 1 TEXHIYHUX
BpazauBocTeil cucteM. OHAK KiOepBPa3IMBOCTI Ta KIOEPIHIUACHTH HE TIIbKH BILIMBAIOThH Ha
TNISUTBHICTH  OpraHi3aiiii, ajge ¢ CTaHOBJIATH 3pOCTAIOYY 3arpo3y Uil EKOHOMIYHOI,
JEMOKPATUYHOT Ta COIIaIbHOI CTIHKOCTI.

3a TakuX YMOB PO3BUTOK KiOEpCTIHKOCTI moTpedye Mepexoay Bia 3BUYAHHUX 3aXOiB
OC3MeKd JI0 CBOJIIOIIMHUX 1 MPOTHOCTUYHMX IMJIXOJIB. Y TOH Yac K 3BUYAHHUHN TIiaXin
0a3yeTbcs Ha CTAaTHYHHUX 3aXoAax OEe3MeKH, €BONIOIIWHUN MiaXiJg Hagae 3MOTY MOCTIHHO
MOKpAIlyBaTH KiOEPCTIMKICTh HAa OCHOBI TaKTUKH aJIallTUBHOTO 3aXHUCTY, JO3BOJISIOYH
oprasizalfisiM Ha OCHOBI 1CTOPIi MomnepeaHIX KIOSPIHIMACHTIB Kpallle pPO3yMIiTH CBOi pU3UKH Ta
BJIOCKOHAJIIOBAaTUCh Yy 3amobiraHHi kibeparakam. I[IporHo3Hmii miaxif, 3 1HIIOTO OOKY,
JI03BOJIUTh OpraHizaiii BUKOPUCTOBYBATH JaHI Ta aHANi3 JUIS MPOTHO3YBaHHS IMOTEHIIHUX
3arpo3, J03BOJISIOYM OpTaHi3allii aJanTyBaTHUCs 0 HOBHUX CIIEHapiiB 1 3a0e3mevyyBaTH OUIbII
edexTuBHi Bignoimi [11].

Takum 9MHOM, y3arajJbHIOIOUH iCHYIOYI JOKTPWHAIBbHI MO3WIi, €BPONEHCHKI HAYKOBII
XapaKTepU3yloTh KiOEpCTIMKICTh YOTHPMAa OCHOBHHUMH €TallaMH y BIATOBIAb Ha KpH3Y:
MOHITOPHUHT — BUSIBJICHHS, OMIp — MOTJIMHAHHS, peakiis — ajanTaiis Ta BiJIHOBJICHHS —
pekoHcTpyKiis. KpiM Toro, iCHye Takok eTan MiArOTOBKH — IUTaHYBaHHS (0 KpH3HW) Ta eTall
HAaBYaHHS — oNTUMI3amii (Imicis HacTaHHS Kpu3HW). Xo4ya B HAyKOBIH JIiTeparypi Hemae
KOHCEHCYCY 1100 (GopMyBaHHS €TamiB IUIaHYBaHHS KIOEPCTIMKOCTI Ta MOCTKPU30BOTO
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HaBYaHHS, 3arajoM, eTam MIArOTOBKU — IUIAaHYBAaHHS OUIbIIE CTOCYEThCS  YNPaBIiHHS
KibepOe3nekoro, TOOTO 3yCHiIb, HEOOXITHUX ISl CTPYKTYpYBaHHS Ta IMOKPAIICHHS 3aXOIiB
Oe3nekyd, TOMAlI SAK €Tall HaBYaHHS — ONTUMI3alisl OUIbIIE CTOCYEThCS MOKpPALEHHS
K10€pCTIKOCTI CUCTEMH.

€Bporielichka CHIIbHOTA Jefaidi OiIbllle YCBIAOMIIIOE MAacIITabW Ta 3arpo3d JIs
K10epOe3nekH, K1 y CBOiM OUIBIIOCTI € TPAHCKOPJOHHUMHU Ta MEPEBAKHO MAIOTh “‘pOCIACHKUI
cma’, 3 SKUM 3iTKHylnacs ¥ Ykpaina. BusiBneni ¢aktu OaraTodncelbHUX KaMmmaHid
KiOepIIMUIryHCTBa Ta KibepaTak HaJalOTh IIJCTaBH KOHCTATyBaTH, IO KiOepIpocTip Jemani
OLIBIIIEe TIepETBOPIOETHCS Ha cepy OOMOBHX MiH, e KiOepBiiiHa BiIOYBA€THCS 3a JIOMOMOTOIO
00TiB, MIKJIMBUX TMporpaMm, OOTHETIB Ta IHIIUX MOXJIuBocTed. Taki cywacHi peanii
BHCYBAlOTh HOB1 BUKJIMKHU Ta BUMOTH, SIKI MO’KHA BBa)KaTH B1AMOB1AAIHLHOIO TOBEIIHKOIO Oy 1b-
SIKOT JIepKaBH B KiOepIpocTopi.

Y 2018 pomi E€sBpomnelicbkuit Ilapnmament yxBanuB pesomornio  “boporsba 3
kibep3nounHaMu™’, B SIKIM 3a3HavaeTbes, 1m0 pocis 1 Kutail yepes aepxaBHI Ta HeAepkKaBHI
THCTHUTYIIT 3aliMalOThCS IIAaHYBAaHHAM Ta peai3allielo Kibeparak Ha KpUTHYHY 1HPPACTPYKTYpPY
nepxas-wieHiB €C [12]. ¥V rpyani 2020 poky €Bpomneiicbka Kowmicis mnpeicrtaBuiia HOBY
ctparerito kidepoesnexku €C [13], sxka cnpsMoBaHa Ha 3aXHCT TJIOOATBHOTO Ta BIJIKPUTOTO
[HTEpHETY, BOJHOYAC MPOITOHYIOYW TapaHTIl HE JUIIe s 3a0e3MeueHHs OC3MeKH, aie W s
3aXUCTy €BPONEHCHKUX IIHHOCTEH Ta OCHOBHUX IpaB KOXKHOTO. CTpareris MICTUTh PaMKOBI
nepeayMoBH Juisl nojaibiux i €C 3 MeToro 3aXUCTy TpoMasiH Ta Oi3Hecy €BpOCOI03y Bifl
KIOEpHETUYHHUX 3arpo3, CIPHUSHHSA PO3BUTKY 3aXHUIIEHOI 1H(OpMAITHOI CHUCTEMHU Ta IIOAO
3aXUCTy TJIOOAJIBHOTO, BIJKPUTOr0, BUIBHOTO Ta Oe3meyHoro Kideprpocropy. Came
KibepOe3neka BU3HAYCHA KIHOYOBUM (DaKTOpOM Ui po30yIOBHU CTiiKoi IudpoBoi €Bponw, a
TAKOX JJI JOCSATHEHHS IIJIe cTpareriyHoi aBToHoMii €C 3a yMOBH 30€peKEHHS BIAKPHUTOI
uupoBoi eKOHOMIKK eBponeiicbkoi criabHOTH. CtpaTterisa kidepOesneku €C (EUCSS) mae na
MeTi TrapaHTyBaTu KiOepOe3leKy Ha JIOCTaTHROMY piBHI Ta MONEPEIUTH MOMJIHMBI PHU3UKH.
KirouoBumu npiopureramu Crpaterii kibepoesneku €C BU3HAUEHO:

1) CTIfKICTh, TEXHONOTTYHHUI CYBEPEHITET 1 JIIJAEPCTBO;

2) po30ymoBa ONepaTUBHOTO MOTEHIANY IS 3a00iraHHs, CTPUMYBAHHS Ta pearyBaHHS
Ha KIOepIHINICHTH;

3) AMHAMIYHWI PO3BUTOK IIOOATBHOTO Ta BIAKPHUTOrO KiOEPIPOCTOPY HLISIXOM MOCHICHHS
KOMILIEKCHOT CITiBIIpalii.

Ha crpareriunomy piBHI mporosomeHo, 1mo aepxaBd €C MOBUHHI MaTé CIIPOMOKHI
ypSAIOBI OpraHH, sIKl MalOTh KOHTPOJIIOBAaTH KiOepOe3meKy Ta siKi CIIBIPAIIOIOTh 31 CBOIMU
KOoJIeraMd B IHIIMX Jep)KaBax-ujeHax, OOMIHIOIOUHCH OMEPAaTHBHOIO 1H(opMalli€r, Mo €
0COOJIMBO BXKJIMBUM JJII CEKTOPIB, SKi BH3HAYCHI SIK OCOOJMBO KPUTHUYHO BaxkiuBi. OKpeme
MiCIIe y CTparerii BiIBOMUTHCS MIBUIKOMY 3aBeplieHHIO (popmyBaHHs B €C KOMyHIKaIiitHOT
Mepexi 5G, 11 HamltHOMY 3aXHCTy Ta 3yCHJUISAM 13 PO3BUTKY HACTYITHUX CHUCTEM 3B’SI3KY
HOBOIO TOKOJIIHHA. Ha cTpareriyHOMy piBHI IUJIAaHYETbCS TaKOXX MIABUIICHHS CTaHAApTIB
Oe3neku B Mepexi [HTepHeT, KUl 3aUIIA€ThC BAXKIMBUM 1HCTPYMEHTOM 3311 JJOCATHEHHS
ijei Oe3neku riodalbHUX KOMYHIKAIK, 1Mo nepeadayae BUKOpucTaHHS €C KOHKYPEHTHUX
repeBar BJIACHOT MMPOMUCIIOBOCTI, MiJIBUIICHHS CTaHIAPTIB O€3MeKH y Mepekax, 110 BKIOYAE
3aCTOCYBaHHS CYYaCHHX CHCTeM 3axucTy Ta mudppyBanas indopmarii. Takuii 3axuct
HAJABAaTUMETHCS, B TIEPITy YEpry, MepekaM MPaBOOXOPOHHUX OPTaHiB Ta CYAOBOI BIAJH IS
3a0e3neueHHs e(eKTUBHOro OOMIHY orepatuBHOW iHMopMmariero. Ille onuH HampsMok —
CTBOpPEHHSI pOOOUYUX Ipyl 3 KiOEpHETHUHOI PO3BiIKH, KA OMIKYBATUMETbCS MPOTHO3YBAaHHSAM
3arpo3 Ta ixX aHaJli30M.
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Maiike yci €BpomeichbKi TEXHOJOT1UHI TraHTH BUKOPHCTOBYIOTh YAOCKOHAJICHY BEPCIIO
crangaptie  ISO/IEC 27001 Tta ISO/IEC 27002 3 MeTO aaeKBaTHOIO pearyBaHHS Ha
KIOEpIHUMHACHTH, BUPIMIEHHS TN100anbHUX BUKIUKIB IT-0e3neku Ta migBHUIEHHS LU(POBOL
nosipu. lle Bumarae Bij oprasizalid 3axMIlaTd ycl BHIM 1HQOpMaLii, po3podsATH
[IEHTPAJI30BaHO KEPOBaHY CTPYKTYpYy, 3MEHIIYyBaTH BUTpaTH Ha HeepEeKTHUBHI 3aXMCHI
TEXHOJIOT1T Ta OOpPOHUTU IUTICHICTh, KOH(MIACHIINHICT, 1 JOCTYNHICTH CBOiX JIaHHX.
€BporneiichKl oprasizaili, ki BAKOPUCTOBYIOTh KIOEpCTIHKICTb, IIBUJIKO CTAIOTh JIIJIEpaMH y
CBOIHl ray3i Ta BCTAHOBIIOIOTh CTAHAAPT IS CBO€T €KOCUCTEMH, TIPU I[bOMY ITUTICHUM TiAX1A
crangapty ISO/IEC 27001 ta ISO/IEC 27002 o3Hauae, 1m0 OXOILUTIOETHCSA BCS OpraHisallis, a
He jume [T-chepa.

[IpakTruHe BIpoBaKEHHS KIOEPCTIMKOCTI epeadavae 3 METOK MOCHICHHS 3aXHUCTY Bl
kibeparak, UPPOBHX 3arpo3 1 BPa3IMBOCTEH, BUMOTY IIOJI0 HEOOXITHOCTI MPUUHATH Ta
peanizyBatu kibepcriiike mucieHHs. KiGepcTidkicTe Mae OyTH HEBiJ’ €MHOIO YaCTUHOIO HE
JUIIE TeXHIYHUX CHUCTEM, aje W KOMaH[, OpraHi3aimiiiHoi KyJbTypH Ta IIOACHHUX OIEpallii.
Tomy kiGepcTiMKICTh — 1€ 3/IaTHICTh TIATH B yMOBaX KiOepaTaky 4M 1HIIOTO KiOSpiHIIUICHTY.
Ile mepenbGavyBaHICTh 3alIPOBA/KCHHS HEOOXITHUX TEXHIYHUX Ta OpraHi3amifiHuX 3aX0/iB IS
BUSBIICHHS, pearyBaHHs Ha TakKl KIOEpIHIMJIEHTH Ta BIJHOBJIEHHS IMICIAS HUX, a TaKOX
3IaTHICTh aJaNTyBaTUCS Ta BUNTUCSA HA HUX ISl TOKpAIIeHHS! MalOyTHROT CTIHKOCTI.

OCHOBHHMM aKTOM 3arajlbHO€BpPONEWCHKOTO 3aKOHOJABCTBa Yy cdepi 3abe3meueHHs
kioepoesnekn € JupekrtuBa NIS2 (Directive on measures for a high common level of
cybersecurity across the Union) [14], sixa nmependayae opraHi3amiifHO-IPaBOBi 3aX0H 3 METOIO
MiBUINEHHS 3arajdbHOTO piBHS rapaHTyBaHHs KiOepOesneku B €C. Lleit akT 3akoHOJaBCTBa
CIpsSIMOBaHWM Ha MIITPUMKY BHCOKOTO piBHs KibepOesmeku B kpaiHax €C Ta mepenbdauae
nojlanbllie MiJBUIICHHS KIOEpCTIMKOCTI Ta TMOTEHLIaly pearyBaHHS Ha I1HIMJIEHTH SK
JIEp>KaBHOTO, TaK 1 mpuBaTHOro cektopiB, 1 €C 3arasom. HoBa nupextuBa €C mix Ha3BOIO
“NIS2” 3aminmna JlupektuBy 3 6e3neku Mepex Ta inpopmariitaux cucreM ([upextuy NIS) Ta
Ma€ 3HaYHO MOCHIUTH KibepOesneky Ha TepeHax €C, HaOyBmM unMHHOCTI 3 27 uepBHs 2024
POKY.

3aranpHi mpaBmina kiGepbesnexku B €C, ski 3ampoBamxkeHi me y 2016 pomi, Oynu
onoBneHi upextuBoro NIS2, monokeHHs SKOi 3HAYHO MOJIEPHI3yBaJId ICHYIOUY 3aKOHOJABYY
0a3y, CHOpuUssidi KOHTPOJHOBAHOCTI JaHamadrty 3arpo3 kidepoOesmemi. JupexktuBa NIS2
BCTAHOBJIIOE 0a30BUH PIBEHb /JI 3aXOJlIB KOHTPOJIO HajJ pHU3MKaMH KiOepOe3lneku B YCIX
CEKTOpax, SK-OT €HepPreTHhKa, TPAHCIOPT, OXOpPOHA 3M0pOB’s Ta IMdpoBa iHGPACTPYKTYypa,
KpuTUYHA iHppacTpykTypa. [leperyisHyra TUpPEKTHBA CIPSMOBAaHA HA TapMOHI3aIlil0 BUMOT
KibepOe3neku Ta peanizaiiio 3axojiB KiOepOesmeku B pizHHX aepkaBax-wieHax €C. Ilpu
[[bOMY HOPMAaTHUBHO BCTAHOBIIOIOTHCS MEXaHI3MH €(EKTUBHOI CHIBIIpaIli MK BiJMOBIIHUMH
opranamu B KoxkHii aepxasi €C. Toxi sk y nonepenniit {upextusi NIS nepxaBu-uienu Oynu
BI/IMOBITAJIbHI 332 BU3HAYEHHS TOTO, SIKI OpraHizallii MarTh KBaTi(iKyBaTUCS K OMEPaTOPHU
OCHOBHUX uHu(ppoBux mnocnyr, [JupextuBa NIS2 3anpoBamkye 3arajgpbHe MpaBUiIO s
inenTudikamii opranizarii, Mo mianaaaTs i BiANOBIIHE perymtoBanHs. BomHodac y TekcTi
YTOYHIOEThCS, M0 J[MpeKTMBa HE 3aCTOCOBYBATUMETHCSA JI0 OpraHisalliid, sKi MPOBaJATh
TISUTBHICTh Y Takux cdepax, sk 000poHa 4M HalllOHaJIbHA Oe3leka, rpomMajchka Oe3neka Ta
npaBooxoponHi  opranu. [lupexktuBa NIS2 Oynme 3acTocoByBaTtucs 0  JIepKaBHUX
aJIMIHICTpalid Ha IEHTPATbHOMY Ta PETIOHAJBLHOMY pPIBHAX, a JAEP)KaBU-WIEHH MOXKYTb
CaMOCTIHHO BHUPIIIYBaTH, IO 11€ 3aCTOCOBAHO 1 10 aJMIHICTpaIliii Ha MiciieBOMY piBHI. OKpimM
TOro, HOBYy JlupekTuBy OYyJ0 NMPUBEAEHO Y BIJIMOBIAHICTH 13 Taly3€BHUM 3aKOHOJIaBCTBOM,
30KpeMa 3 MOJIOKEHHSIM Mpo HU(POBY OomepauiiHy CTIHKICTh Uil (PIHAHCOBOTO CEKTOpY Ta
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JTUPEKTUBOIO TMPO CTIMKICTh KPUTUYHO BAXKIMUBUX 00 ’€KTIB, MO0 3a0€3MEUUTH OPUIAUIHY
SICHICTB Ta y3ro/KeHicTh MK NIS2 Ta nmumu aktamu.

€pponeiicbkuii Coroo3 Ha MOCTIHHIA OCHOBI ONIKYETHCS NHUTAHHSAMHU TMOCUJICHHS
KIOEpCTINKOCTI, 3 METOI 3aXHMCTy KPUTUYHOI 1H(PACTPYKTYpH, KOMYHIKalLld, JIep>KaBHUX
iHopMaIIHHIX pecypciB, TapaHTYIOUYH O€3MeKy OHJIAWH-CYCHiIBCTBA Ta €KOHOMIKH. 3 III€I0
Metoro Oyno yxBaiieHo 3akoH €C npo kibepceriiikicts (The Cyber Resilience Act (CRA)) Bix
15 Bepecus 2022 poky [15], sikuit nependayae 3aKkoHOIaBU€E 3a0€3MEUCHHS MOKPAIEHHS CTaHy
KibepOe3nmekn 3a JOMOMOIOK YJIOCKOHAJEHHS BIAMOBIAHUX CTaHIApTIB, IO Tepembdadae
cTBOopeHHs1 Ha TepeHax €C HOBOi €BpomeHchbKkoi KiOep-eKOCUCTeMH, sika Oyjae OLIbIn
0€3MeYHOI0 JIJIsl YCIX TPOMAJsiH HE3aJeKHO BlJ] TOTO, HACKUIBKA BOHHU OCBIIUEHI y MUTAHHSIX
uugposoi 6e3nexku. Hosi npaBuna kibepoesnekun €C maroTh 3a0€3M€YUTH MOCUIIEHHS BUMOT
710 OUTBII Oe3MeYHOro 00JIaJHAHHS Ta MPOTPAMHOTO 3a0€3MECYCHHS.

BinmoigHo 10 HOpM 11010 3aKOHY, HeaZleKBaTH1 (QyHKIIIT 3a0e3meueHHs Oe3MeKH BiIiHIyTh
y MHHYJE 13 3alpOBa/LKEHHSIM OOOB’SI3KOBMX BUMOI LIOJO KiOepOe3neKku Uit BUPOOHUKIB 1
PO3IPIOHKX MPOAABIIIB TaKUX MPOAYKTIB, MPUUOMY L€l 3aXHCT MOIIMPIOBATUMETHCS MPOTATOM
YChOTO JKUTTEBOTO LMKIY MPOAYKTY. 3aKOH TapaHTye TapMOHI30BaHI IMpaBHja BUBEACHHS Ha
PUHOK Cy4acHHMX LIU(PPOBUX MPOAYKTIB a00 MPOrpaMHOro 3a0e3MeUeHHs; BU3HAYA€ pAMKU BUMOT
10 KibepOe3neku, M0 PeryiIol0Th TUIaHYyBAHHS, MPOEKTYBAaHHS, pO3pOOKY Ta MIATPUMKY TaKUX
MIPOAYKTIB, 13 3000B’s3aHHAMH, SIKI IMOBMHHI BHKOHYBATHCS Ha KOXKHOMY €Tarll; 3000B’sI3aHHS
3a0e3meuyBaTH KOHTPOJb MPOTATOM YChOTO JKATTEBOTO LUKIY TaKHX MPOIYKTIB. 3aKOH TaKOX
BCTAHOBJIIOE MEXaHI3MHU MEPEBIPKH IHIUCHTIB KiOepOe3neKku 3 METO MOJANbINOI OLIHKH Ta
MeperyiAly KOHKPETHUX IHIUJCHTIB, IMIEpPAaTUBHY BHMOTY MO0 MIATOTOBKK yciMa
BiJINOBIIaTIBHUMHU CYO’ €KTaMH 3BITIB PO KiOEPIHIIUIEHTH Ta NUISIXA OHOBJICHHS CTaHy O€3MeKH.

TakuM 4YMHOM, TIepII 3a BCE, HA BIAMIHY BiJ] aMEPUKAHCHKOI KOHIIEMIIi 3a0e3rmeyueHHs
kibepoesneku, 3akoH €C mpo KiOepCTINKICTh PO3pOOSICHO ISl TOro, 00 3MYCHUTH BCIX
BUKOHYBAaTH BHUMOTH, HE3aJCKHO BiJ TOro, 4 Ii¢ Majia abo BeJIMKa KOMITaHis i3 PO3pOOKH
MpOrpaMHOro 3a0e3leyeHHs, a He Julie “‘cepTudikoBaHUM BHUPOOHUK MPOTPAMHOTO
3abe3nevyeHHs”. ToOTO Ha eBpomneiicbkoMy UU(GPOBOMY pPHHKY 3alpOBaKYIOThCSI HOBI
CTaHJIAPTH O BUMOT OE3MEeKH Ta 0COOIUBO MO0 YCiX, 0€3 BUHATKY, BHPOOHHKIB IMPOTPAMHOTO
3a0e3rnedeHHs. 3riHO 13 3aKOHOJABYMMHM iHIIIaTUBaMH, KiOepOe3leka Mae CTaTh BaKIJIMBOIO
CKJIAZIOBOIO KOYKHOTO €TaITy MpoIecy po3poOKH MPOrpaMHOTO 3a0e3MeueHHs — BiJl MJIaHyBaHHS
no oOciyroByBaHHs. Takum umHOM,KOkHa IT-kommanis Oyzae 3MyllieHa BiJCTEXKYBaTH Ta
MOM’SIKITYBaTh OyZAb-fKi BPa3lMBOCTI MPOTATOM YCHOTO JXKUTTEBOrO IUKIY IH(poBoro abdo
MPOTPAMHOTO TIPOAYKTY.

Ha BUKOHaHHS HOpPMAaTUBHUX BHMOT, KOMIaHii OyAyTh 3000B’s3aHi OTMPUIIFOHUTH BCIO
BIANOBIMHY iH(OpMaIlilo mpo Oe3meKy, M0 BKIOYA€ YiTKI IHCTPYKIii MIOAO KOPEKTHOTO
BCTaHOBJICHHSI Ta BUKOPUCTAHHS MIEBHOTO MPUCTPOIO UM YACTUHU MIPOrPaMHOT0 3a0e3MmeyeHHs.
Jng kommaHiil, sKi He OyIyTh BUKOHYBaTH BCTaHOBJIGHI BHUMOTH, IepeadadyaTUMEThCs
HakJIaanHs mtpadiB y po3mipi 10 15 muH. €Bpo abo 2,5 % Big 00iry (3aJIeKHO Bij TOTO, IO
oinpmre). Takum uymHOM, €C HamaraeTbCsi 3MYCUTH PO3POOHHKIB CTBOPIOBATH BIiJIOBIIHE
nporpaMHe 3a0e3nedyeHHs], sike € CTIMKMM J0 HEeBM3HAUeHMX BIpOTiIHUX KiOepaTak. [HImMM
BOKJIMBUM HACJIKOM IIhOTO 3aKOHY € Te, IO KJII€HTaM Ouibllie He Oyne JT03BOJICHO OyTH
Oera-tecrepamMu UGPOBUX MPOIYKTIB a00 MOCIYT, OCKUIbKH KOMIaHii OyayTh 3000B’s3aHi
BUITYCKATH JIMIIE Ti MPOJAYKTH, SIKI BXKE BUIbHI BiJ] YPa3JIMBOCTEH Ta € HAAIMHUMHU.

Jlesiki KPUTHKHU I[bOTO 3aKOHY BBaXKalOTh, 1[0 YACTMHHU MPOTPAMHOIO 3a0e3MeueHHs, SKi
BUKOPHUCTOBYIOTBCS Y KOMEPIIMHOMY NporpaMHoMy 3abe3redyeHHi, abo amapaTHi MpPOAYKTH
HAJIXOIATh 3 OE3KOLITOBHUX 3arajikHOAOCTYITHUX PEMO3MTapiiB, IO BiApa3y BIAHOCHUTH iX IO
PHU3UKOBAHOTO MpOrpaMHOro 3abe3mneueHHs. [lokiamaHHS BiANOBIZATBHOCTI HA KOXHOTO
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PO3pOOHKKA MTPOrPaMHOTO 3abe3MeueHHs BIPOTiTHO MiJBUIIMTD PU3UKU. TUTRKHA OpraHizarii, sKi
peaizyloTh TMporpamHe 3a0esnedeHHs abo Horo KoMOiHalli Ta MOXYTh B3SITH Ha cebe
BIMOBIAATIBHICTE 32 BUPOOJEHUH MPOAYKT, MOXYTh IPOAOBXKYBAaTH IHPAIfOBATH BIIKPUTO.
[IporpamHe ynOCKOHAJEHHS IJIi KOPUCTYBaudlB Ta CHUIbHI mepeBard Oe3NeKd II100aIbHOTOo
CHIBPOOITHUIITBA B TaTy31 MPOrPaMHOTO 3a0e3neueHHs Oy yTh JOCTYIIHI JIUIIE PO3POOHHUKAM, SIKi
MPALIOIOTh B1Jl IMEHI KUIBKOX BEJMKUX KOMIIaHIi. barato cyyacHHX po3pOOHMKIB NOKJIAIat0ThCS
Ha MporpamMHe 3a0e3MeueHHs 3 BIAKPUTHM BUX1ITHUM KOJIOM 13 3arajIbHOAOCTYITHUX PENO3UTOPIIB,
HE TIOBIIOMJISIFOYH TIPO 1€ aBTOPa 1 TUM OUIbIIE HE BCTYHAIOYH 3 HAM y OyAb-IKi KOMEpIIiiHI 91
JIOTOBIPHI BITHOCHHHU. SIKIIIO 3arporoHOBaHUN 3aKOH Oyzie 3aCTOCOBYBATHUCS B TOMY BUIJISII, B
SKOMY BIH HallMCaHWUN B JaHWM 4Yac, aBTOPM MOXYTh HECTH IOPUIMYHY Ta (DiHAaHCOBY
BIJMOBIAAIBHICTE 32 T€, K HOr0 KOMIIOHEHTH 3aCTOCOBYIOThCS y KOMEPLIMHOMY HpPOAYKTI
TPETHOI CTOPOHH.

Takum 4nHOM, y €BpOIEHChKOMY LU(POBOMY HPOCTOPI KIOEPCTIMKICTh O3HAYAE 3aTHICTD
3axXUIIaTH €JIEKTPOHHI JaHl Ta CUCTEMH BiJ KibepaTak, a TaKOX IIBHJKO BITHOBIIIOBATHUCS 32
ixaiMu Haciigkamu. KibGepcTiiikicTh — mapaadrma OUIBII KPUTHYHA, aHDK TpaJMIliitHa
kibepOesneka. Opranizailii i3 e)eKTUBHUMHU MOXKIUBOCTIMH y cdepi KiOepCTIHKOCTI MOBUHHI
IIBUJIKO BIJHOBIIIOBaTH (DYHKLIOHYBaHHS TICis KibepaTak, TEXHIYHHUX 300iB abo crpo0d
HaBMUCHOTO BTpyuyaHHs. KiGepcTiiikicTh Mae Ha METI OpraHi3alilo NPOTUCTOSHHA KiOepaTakam,
TEXHIYHUM 3005IM, HaBMHCHMM BTPYYaHHSM Ta IIBHJKO BiJIHOBIIOBATHCA TICIA HHX.
KibepcrilikicTh 3a0e3neuyeThbes 13 ypaxyBaHHAM IPUCYTHOCTI (paKTOPIB PU3HKY, 110 BIUIUBAIOTh
Ha Hel Ta BU3HAYEHHS NIEPEITiKY 3aX0/11B, HEOOX1THUX JIJIsl BIIPOBA/KEHHS 3 METOIO HIBEIIOBAHHS
HACJTIJIKIB MTPOBEJICHUX KibepaTak abo 1HIIIOTO MOCSTaHHS Ha MEPEXKi.

Pusuk kibepatak 1mie Oinbllle TIOCHIIOETHCS BHCOKOK — 3QJIEKHICTIO  KPUTHYHOT
1H(pacTpyKTypH, (PIHAHCOBOT CUCTEMH BiJ HU(PPOBUX TEXHOJOrIH, TPYAHOIIAMH 3aXHUCTY BiJl
3arpo3s, 10 MIBUJIKO Ta TWHAMIYHO 3MIHIOIOTHCS, a TAKOXK Yepe3 Te, 110 BOHU Oe3MmexHi. Tomy
BXJIMBO, MO0 YIMOBHOBa)X€HI CTPYKTypu (OaHKHU, iHAHCOBI YCTAaHOBH, 00 €KTH KPUTUYHOI
1H(pacTpyKTypH) MajlM IOCTaTHIM piBeHb KIOEPCTIMKOCTI 331715 3a0€3MeYeHHS] CBOTO BIACHOTO
3aXUCTy, a TAaKOX 3aXUCTy BCi€i eKocucTeMu. Xakepu Ta KiOep3JOuMHII IIYKalOTh HaBITh
KPUXITHY Bpa3lIMBICTh y MporpamMHOMY 3a0e3MeueHHi, 3a JOMOMOTOK SKOi BOHU MOXYTh
37laMaTd HaBiTh TOTYXHHM KiOep3axucT. 3JIOBMHCHUKH BUKOPUCTOBYIOTH YpaszIUBOCTI B
3aCcTapijloMy Ta HEBHIIPABJICHOMY IMPOTPAMHOMY 3a0e3MeueHHi JUIsi PO3TOPTaHHS MpOTpam-
BUMaraviB 1 WIKIJIUBUX mporpam. Haitbinbimy cTypOOBaHICTh BHKJIMKAIOTh CaME aTaKd 3
Bukopuctanusm HII. Came TOMy KiGepCTIHKICTh OXOIUTIOE HMIMPOKHH HAOlp MPOAKTHBHHUX
CTpaTeriii, MpakTUK 1 TEXHOJorid KibepOe3meku, CHpsMOBaHUX Ha JOKadi3alilo abo
MIHIMI3aI[il0 BIUIMBY HECHpUSTIMBUX KiOepmomid 1 3abe3nedeHHs Oe3nepepBHOCTI
(YHKIIOHAIBHOCTI, HAaBITh B YMOBaX MacIITaOHUX MPOTPaMHUX 3001B.

3a €BpOIEHCHKUM 3aKOHOJABCTBOM KiOEPCTIMKICTh BHU3HAYAETHCS SK 3/IATHICTH CHUCTEMHU
3axXUIIATUCS BiJl IHIUJCHTIB KiOepaTak Ta MIATPUMYBATH HAJICKHUU PiBEHb MPOTYKTHBHOCTI 3a
PaxyHOK PO3BUTKY KPUTHYHOI (PYHKITIOHATBHOCTI T4 CBOEYACHOTO BiTHOBJICHHS SIKOCTI TIOCIIYT JIO
piBHS, IO icHYBaB 10 KiOepiHimaeHTy. KibGepcTiiiKicTh Mae IHTErpajibHUH XapakTep Ta
BU3HAYAETbCA 32 TAaKUMHU TMOKa3HUKaMU SIK KiOEpKUBYYICTh Ta KIOEpHAIINHICTE CHUCTEM.
KiGepzarpo3u € 370BMUCHMUMH [isiMM a00 aTakaMH, $IKI BUKOPHUCTOBYIOTh cJaOKi MiCHs B
KOMIT FOTEPHUX CHCTEMaX, Mepexax uu IudpoBiil inppacTpykTypi. Born MoxyTh nepeciixyBatu
MIUPOKUIN CTIEKTP IIUJIEH, BKIFOYAI0UN HECAHKITIOHOBAHUH JTOCTYII 10 KOH(DineHIiHHOT iHpopMailii,
301# y poOOTi mocyr 1 613Hec-onepartii, (hiHaHCOBY BUTOY a00 caboTax.

o6 edexTHBHO MPOTHAIATH LM 3arpo3aMm, €BPOMEHCHKUM oOpraHizalisiM HEoOXI1THO
pPO3POOUTH KOMIUIEKCHY CTpaTeriro KiOepCTIHKOCTI Ha JIOKAIBHOMY DpiBHI, fKa Mae€
OXOTUTIOBATH TaKi KOMIIOHEHTH, SIK:
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- OI[IHKA Ta YMpaBJIiHHSA PU3MKaMHU, SIKI OMIOMAaraloTh BHU3HAYUTHU Bpa3jiuBl MICIs Ta
3arpo3u Ta iXHii MOTEHIIIMHUKI BIUIMB Ha OpraHi3alliio Ta ii 613Hec-poIecH;

- HaJ1liH1 3aco0u KibepOe3neku, Taki K OpaHAMayepH, CUCTEMU PaHHbOIO BUSIBICHHS
BTpy4YaHb, AHTHUBIPYCHE TIporpamHe 3a0e3leyeHHs, Oe3NeuHi MepekeBl KoHpiryparii,
mU@pyBaHHsI Ta PETYJSIpHI OHOBJICEHHS O€3MEKH, SIKI 3aXUIIAI0Th CUCTEMHU Ta MOKPAIIYIOTh
KI0€pCTINKICT;

- IUIAaHYBAaHHS pearyBaHHsS Ha 1HIUJCHTH, BKIIOYAIOYM 4YITKI BKa3iBKU IIOJO TOTO, SK
pearyBaTH, 3 KUM 3B’s3yBaTHUCS Ta K1 KPOKH HEOOXITHO BXKUTH MiJ 9ac 1 MICIs IHIUACHTY IS
3aXHUCTy O13HEC-oIepartiii;

- maHu  3a0e3nedeHHs Oe3nepepBHOCTI Oi3HECY Ta  aBapiiHOTO  BiJHOBJIEHHS,
BKJTIOYAIOYH MIATPUMKY PE3€pPBHUX KOIIN JaHWX, CTBOPEHHS PE3ECPBHUX CHCTEM 1 PETyJspHE
TECTYBaHHS MPOIEAYp BITHOBJICHHS, HaBYaHHSI Ta OOI3HAHICTH CIIBPOOITHHKIB, SKI MalOTh
3MEHIIIUTH HUMOBIPHICTH JIFOJICHKOT TOMUJIKH, 10 MPU3BE/E A0 YCIIIIHOI KibepaTaku;

- CIiBIpalsi Ta OOMIH 1H(oOpMaIli€o, M0 J03BOJs€ OOMIHIOBAaTHCS HaWKpaliuMu
MIPaKTHKAMH aHaJi3y 3arpo3 Ta OTPUMaHUMHU YPOKaMH, III0 CIIPHSIE IT1ABUIIICHHIO KiOepCTIMKOCTI;

- Oe3nepepBHUN MOHITOPHUHT 1 OIlIHKA, SKI JIO3BOJISAIOTH OpraHizamisM BHSBIATH H
pearyBaTu Ha MOTEHLIMHI 3arpo3U B PEXHUMI PEAIbHOIO Yacy, a TAaKOX BM3HAYaTH ypasuBi
MicLs, 00 3a0e31eunTH ePEeKTUBHICTD CTpaTerii KIOepCTIHKOCTI Ta pilieHb O€3MEKH;

- peryJisipHi OHOBJICHHSI Ta KEpyBaHHS BUIPABICHHAMH, KPUTHYHO BAKIUBI IS
MOM’SIKIIEHHSI BPA3JIMBOCTEN, IKUMHU MOXKYTh CKOPUCTATHCS KiOep3JI0UMHIL];

- YOpPaBJIIHHS pU3MKaMU 3 OOKy TpETIX CTOpPiH, IO JO3BOJIE€ OL[IHIOBATH Ta KEpyBaTH
pu3UKaMu KiOepOe3neKu, MoB’ I3aHUMH 31 CTOPOHHIMHE MTOCTa4alibHUKaMH a00 MapTHEPaMH;

- YIpaBIiHHS, 1[0 O3HAYA€ MIATPUMAHHS Ta MPOCYBaHHS CYyOKYIbTYpH KibepOe3meku Ta
K10epCTINKOCTI B YCIX CTPYKTypax (opranizaiisx) [16].

Cranom Ha mouatok 2024 poky nume npubauzHo 4 3 10 eBpomeiicbkux KoMmaHiil
KOHCTAaTyIOTh, 110 BOHU HEJOCTAaTHBO CTiiiKi, MIO0 BMOpATHUCS 13 CKJIQJHOI0 Kibeparakoro, i
OCKUIbKM METOAM aTaK pPO3BUBAIOTHCS Ta Jefani yactime BUKopucToByroTh I, daxtuyna
uugpa, iMOBiIpHO, Oyzne HabaraTo BUIO. JlesKi KoMmaHii MOXXYTh BBa)KaTH, 1110 BOHU J100pe
MiJTOTOBJICHI, SIKIIO MAalOTh OE3MEeYHUN MepuMeTp, alie KiOepCTIHKICTh 3aJIeKUTh HE CTIIBKU
BiJl TepIIOoi JiHIi 3aXHMCTy, CKIIBKH BiJ TOTO, HACKUIBKH J00pe MiANMPUEMCTBA MOXYTh
MOTJIMHATH PU3MKU Ta CHPABIATUCA 13 3pOCTAIOUMMHU Kibep3arpo3amMu, OCKUIBKH BIJOMUTTS
OJIHI€T KiOepaTaku He O3HA4yae HasBHICTh KiOEPCTIMKOCTI B KJIACUYHOMY PO3YyMIHHI. 3MICT
KiOepCTIHKOCTI MOJATa€e y MOJBIMHINA CIIPIMOBAHOCTI. 3 0JTHOTO OOKY, 1€ BKIIIOYA€E omneparii i3
3MIIHEHHSI MPOTHUIIl TOCTIHHUM KiOepaTakam, 3a0e3neueHHsl Oe3mepepBHOCTI Oi3Hecy B
yMOBax, sIKI MOXHa BBaKaTH “HOPMaJbHMMH~ B yMOBaX KiOepBiiiHH, a 3 1HIIOTO OOKYy
KiOepcTiHKICTh 03HAYa€ MiHIMI3yBaTH MacIITaOM 1HIMIEHTIB KidepOesneku abo 3amoOiranHs
BTpATi JaHUX.

Ha BuKOHaHHS BCTAaHOBJICHMX HOPMATHBHUX BUMOT €BPONEHCHKUI LEHTpadbHUN OaHK
(€1b) nmuanye npotsiroM 2024 poky MPOBECTH MEpUIl CTpEc-TECTH Ha KiOepCTIHKICTh, 1100
BU3HAYUTH, HACKUIbKM J00pe OKpeMi OaHKM 3MOXYTh pearyBaTH Ha KkiOepartaku Ta
BIIHOB/MIOBaTUCS Ticas Hux. CTpec-TeCTM BKIIOYaTUMYTh Yy4acTh 109 0OaskiB, sKi
nepeOyBatoTh g HarsgaoMm €11b ta OynyTh 30cepelkeHi Ha TOMY, K OaHKU pearyioTh Ha
kibepaTakd Ta BiJHOBIIIOIOTH CBOIO OIEpaIiiHy IisUIbHICTh, @ HE Ha IXHIA 3IaTHOCTI
3anmobiratu im. [Ipu boMy, 28 GaHKIB MPOWIYTH PO3IINPEHY OLIHKY, JAJIS IKOi BOHH HAaIadyTh
J0JIaTKOBY 1H(OpMAIIiI0 TIPO Te, K BOHHM Bropaiucs i3 kibeparakoro. Lls BuGipka oxoruttoe
pi3H1 Oi3Hec-Mofeni Ta reorpadiyHi perioHu, 1obd 3a0e3MeYUTH 3MICTOBHE BiIOOpakKeHHS
6aHKiBChKOi cuctemu €Bpo3oHH. Ilnmanyerscs, mo oTpuMani gaHi OynyTh BUKOPHCTaHI IS
OTIPWJIIOTHEHHS Ta TIOAAJIBIIIOT HATJISIIOBOI OIIHKK y 2024 poi [17].
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BucHoBkwu.

€C pobUTh BaXJIMBI KPOKH 3 METOI0 YJOCKOHAJIEHHS BJIACHOTO 3aKOHOIABCTBA IIOJIO
MOCWJIEHHSI KIOEpCTIMKOCTI B YMOBax MacIITa0HUX IOCAraHb y KiOepIoMeH1, riao0aibHUX
BUKJIMKIB Ta KiOep3arpo3, MepeBa)KHO pPOCIMCHKOrO MOXOJKEHHA. 3T1IHO €BPOIEHCHKOro
3aKOHOJABCTBA 3arajbHONPUHHATAM BHU3HAYCHHSIM KIOEPCTIMKOCTI € 3[aTHICTh CHCTEM
3axXuIIaTHCS BiJ IHIMJEHTIB KiOepaTak Ta MiATPUMYBATH HAJIEKHUN PIBEHb NPOAYKTHBHOCTI
3a paxyHOK MIATPUMAaHHSA KPUTUYHOI (DYHKIIOHATBHOCTI Ta CBOEYACHOTO IOHOBJIEHHS MO
piBHS, KM ICHYBaB 10 KiOepiHmuaeHTa. ToOTO — Ie 3MaTHICTH OpraHi3allli mpamroBaTH B
yMOBax KiOepataku a0o KIOCpIHIIMACHTY, sKa Iepeadadyae HasBHICTD Ta BUKOPHUCTAHHS
TEXHIYHUX Ta OpraHi3aliiHUX 3aXOJIB /Jsi BUSBIEHHS, pearyBaHHs Ta TOHOBJIEHHS IICII
MOAIOHMX 1HIIMJICHTIB, MOXJIMBICTh aJalTyBaTHCS [0 AMHAMIYHUX 3MIH Ta MiJABUIIYBaTH
CTIHKICTh Yy MallOyTHHOMY.

Ha tepenax €C kiOepcTIMKICTh OCOOJMBO aKTyajbHAa y NHUTaHHAX 3a0e3MeyeHHs
Ki0epOe3neky, a YMOBHOIO ii MIpOIO € aJanTHUBHA 3/1aTHICTh Ta CIIPOMOXHICTh pearyBaTu Ha
3arpo3y, MiATPUMYBATH HaJCKHY (YHKIIIOHAIBHICTH CHCTEM 3 METOIO ii CTabuIbHOI poOOTH,
MaKCUMAaJIbHOTO 3HIDKCHHS PHU3UKIB KiOepOesmeku, 3amoOiraHHs TSHKKHM HAcHijJKaM Bif
kiOepaTtak. TakMM YMHOM, ITUUIKOM JIOTIYHO BPaxXxOBYBaTH WMOBIPHI pU3HMKH IS KibepOesneku,
K1 HaJaloTh 3MOTY OLIHHTH BIPOTIIHICTH HACTAaHHSA MOMIi Ta il HACHIAKH, SKI MOXYTb
BUHUKHYTH Ha BUTIAJ0K CKOEHHS KibepaTax.

BaxnmBoro 3aKOHOIaBYOIO BHMOTOIO BCTAaHOBIICHO IIJIBUIIEHHS OO0I3HAHOCTI IIPO
BOXKJIMBICTh Oe3meku B HUGPOBUX MPOAYKTaX, MOCUIICHHS BIIMOBIAAIBHOCTI PO3POOHUKIB
MPOrpaMHOTO 3a0€3MEUCHHs], 3alpOBAKEHHS CHUCTEM 3BITHOCTI Ta TMOMNEPEKEHHS PO
BPa3NUBOCTI, MO0 CHOXXKMBAa4i MOIJIM TOBIIOMJISTH TPO HUX, 0AQUUTHU cTaTyc OE3IMeKu Ta
OHOBJIEHb IPOIPAMHOI0 3a0€3MEUEHHS JJIs1 MPUCTPOIB 1 OYTH MOMEpPEeIKEHUMHU PO OyaAb-sKi
PHU3HKH.

Takox BHCYBa€ThCS HOpPMAaTHBHA BUMOTA, 1100 BUPOOHHKH TOBIJOMIISIIM ATEHTCTBO
E€sporeticekoro Coro3y 3 kibepOesneku (ENISA) mpo Oyap-ski BpazauBOCTI MpOTArom 24
TOJIMH MICJIsI IXHBOTO BUsIBIICHHs. i BUMOry mpu3HayeHi Jjis 3aXUCTy TaHUX CIIOXKHWBAYiB, ajie
BOHU TaKOX JIO3BOJIATh BUPOOHHKAM YHUKHYTH TJIOOATLHUX TOPYIIEHb.

OCHOBHUMH HUISIMHU TPAKTUYHOI peamizaiii nonoxeHb 3akoHy €C mpo KiGepCTilKiCTh
MalTh CTaTH: CYTTEBE 3MEHIIEHHS BpA3JIMBOCTEH; MOCUJICHHS BIAMOBIAANIBHOCTI 3a
ki0epOe3neky mAjii pO3pOOHMKIB Ta BHPOOHMKIB MPOTPaMHUX MPOAYKTIB; MiJABHIICHHS
MPO30pOCTi HAa MU(PPOBUX PUHKAX. 3a TaKUX YMOB 3aJIEKIIApOBAaHO, IO KiOepOesneka mae
CTaTH BAXKJIMBOIO YACTHUHOIO KOXKHOTO KPOKY XHTTEBOTO IUKIY PO3POOKH TPUCTPOIO YU
MPOrpPaMHOrO 3a0e3MeUeHHs; CTBOPIOETHCA MPOTOKON OOJIKY pPHU3UKIB, fKI MarmTh OyTH
3aJJOKyMEHTOBaH1; BUPOOHUKHU MMOBUHHI MOBIOMIISITH, OOPOOIISATH Ta BUNPABISITA BPA3IUBOCTI
s OyAb-KMX TPHUCTPOIB, SKI Peani3ylOThCS MPOTATOM OYIKYBAHOTO TEPMIHY CIIyXOu
MPOAYKTY ab0 MPOTATOM IT’SITH POKIB, 3aJIEXKHO BiJl TOTO, IO CTAHETHCS paHile; po3poOHUK
a00 BUpPOOHUK MOBHMHEH HAJaBaTH YiITKI Ta 3pO3yMUIl IHCTPYKLIL 1151 OyAb-SIKUX TMPOAYKTIB 3
U(PPOBUMH €IEeMEHTAaMH Ta HECTH BIJIIMOBIIAIBHICTD 3a JeQeKTH Ta ypasimuBocTi. 3akoH €C
Mpo KIOEPCTINKICTh € pe3yabTaTOM TpPUBAIUX 3yCWIb KepiBHUX opraHiB €C 3 MeTow
3abe3neueHHs OUIbIN THOOKOro piBHSA KiOepOesmeku. Lls cmpoba 3HAYHOIO MIpOO €
BIIMOBIYIFO HAa ITOMITHE 30UIBIICHHS KIIBKOCTI IpOTrpaM-BHMaradviB i kidepaTak 0COOJHBO
MICJIS MOYaTKy BiiHU pd mpotu YKpaiHu. TuM He MeHI, el 3aKOH y3TOKCHUN 13 ASSIKUMU
IHIIMMHM ~ cTaHaapTamu, Bkiodaroun JupexktuBy NIS2, ska sBnse co0or 3arajibHe
3akoHOAaBcTBO €C 11010 KiOepOe3neKy.

BpaxoByroun  TO3UTHBHHMH  €BPONEWCHKHI  JOCBIl  NPAaBOBOTO  PETYJIOBAHHS
KiOepCTIMKOCTI, JJs1 YKpaiHM aKTyaJdbHOK 3aJIUIIAETHCA IMIUIEMEHTAIlS IO0J0KEHb
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3akoHofaBcTtBa €C, mNpuUCBAYEHOro Il mpoOieMarTHili, y HalllOHAaJbHE 3aKOHOABCTBO.
B cyyacHux ymoBax VYkpaiHa, pearyioud Ha CydacHI BHUKJIMKM Ta 3arpo3u, (hopmye HOBI
MparMaTu4Hl MIAXOAW 10 TOCHJICHHS KiOepcTiikocTi B MacmTabax Kpainu. B ymoBax
TPUBAJIOI POCIACHKOI BIMHUM MNPOTH YKpaiHU, y TOMY YHCH W y KiOepIOMEHi, OJHHUM 13
HAaWBAKJIMBIIIMX 3aBJaHb € 3a0€3MeUeHHS KiOepCTIMKOCTI 00’ €KTiB KpUTHYHOI 1H(popMaIiitHO1
1H(DpacTpyKTypH, AepkaBHUX 1H(GOPMAIIHHUX PECYPCIB, KOMYHIKAIIMHUX Ta TEXHOJOTTUHHUX
CUCTEM, 110 3a0e3MeuyoTh (PYHKIIOHYBAHHS OPraHiB JEPXKABHOI BJIaJM B yMOBaX MPaBOBOTO
PEKHUMY BOEHHOTO CTaHy. BakimBo 3a0e3IleunTH 3arajibHi IpaBuia oOMiHY 1H(GOPMAIIED Ta
HAJaroJUTH B3a€EMOJIOBIPY MK yciMa cy0 ekTaMu 3a0e3leueHHs] KibepOe3nmeku B yMOBax
MPaBOBOT'0 PEXKUMY BOEHHOI'O CTaHY, BUKOPHCTOBYBATH €IMHY TaKCOHOMIIO KiOEPIHIIUCHTIB
Ta IIKaTy /IS BHUMIPIOBAaHHS IXHBOI KPUTUYHOCTI, BIPOBAJAUTH 3arajibHUM MiAX1J 10
pearyBaHHsA Ha KiOEpIHIIMJCHTH, B OCHOBI SIKOTO Mae mepedyBaTH €KOCHCTeMa KyIbTYpH
KibepOe3neku Ta 3aXUIleHI MePeI0Bl CydacH1 TEXHOJIOTI.

3a TakMX yMOB ICHY€ HarajJibHa MoTpeda y 3aKoHOAaBYOMY 3a0e3MeyYeHH! MOCHJICHHS
CIIPOMOIKHOCTEH JepkKaBH 13 KiOep3axuCTy JAep)KaBHUX 1HGOPMAIIHHUX pecypciB Ta 00’ €KTIB
KpUTUYHOI 1H(OpMamiiHOI 1HPPACTPYKTypH, IO BHMAara€ MPUCKOPEHHS CXBaJICHHS
3akoHOMpoekTy “IIpo BHECEHHS 3MIH A0 JEAKUX 3aKOHIB YKpaiHH 00 HEBIIKIATHUX
3aX0/11B IOCUJIEHHS CITIPOMOXKHOCTEN 13 KI0ep3axuCTy JAep:KaBHUX 1H(OpMaIIITHUX pecypciB Ta
00’€KTiB KpUTHUYHOI iH(opMariiHoi iHppacTpykTypu” Bim 29.08.22 p. Ne 8087 [18].
[IpakTuyHe BIOPOBAKEHHS IOJOXEHb IHOTO 3aKOHOIPOCKTY CHPUATHME CTBOPEHHIO
HaJIE’)KHO1 MPaBOBOi OCHOBM ILOAO CTPUMYBaAHHS 30poifHOI arpecii pociiicbkoi ¢eneparuii y
KibeprnpocTopi Ta HaJlaHHA BiJICiUl arpecopy.
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